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Abstract

We consider a combinatorial optimization problem for spatial infor-

mation cloaking. The problem requires to compute one or several disjoint

arborescences on a graph from a predetermined root or subset of candidate

roots, so that the number of vertices in the arborescences is minimized but

a given threshold on the overall weight associated with the vertices in each

arborescence is reached. For a single arborescence case, we solve the prob-

lem to optimality by designing a branch-and-cut exact algorithm. Then we

use the same algorithm for the purpose of pricing out columns in an exact

branch-and-price algorithm for the multi-arborescence version. We also

propose a branch-and-price-based heuristic algorithm, where branching

and pricing respectively act as diversi�cation and intensi�cation mecha-

nisms. The heuristic consistently �nds optimal or near-optimal solutions

within a computing time which can be three to four orders of magnitude

smaller than that required for exact optimization. From an application

point of view, our computational results are useful to calibrate the values

of relevant parameters, determining the obfuscation level that is achieved.

Keywords: Steiner trees, branch-and-price, branch-and-cut.

1 Problem de�nition

The di�usion of geo-social networking applications for mobile devices (e.g. Google
Latitude, Geo-Twitter) originates relevant problems concerning users' privacy
protection. One possible way of dealing with the issue is cloaking : the user
selects some locations as sensible and when he is close to a sensible location,
the information about his position is purposely made imprecise. Spatial cloak-
ing is used, for instance, in the PROBE system [2] [3]: the area under study is
represented by a grid, and every cell of the grid has an associated probability
of the user being in it. The user is allowed to select some non-overlapping and
connected subsets of cells, called base subsets, as sensible; when the user is lo-
cated close to a base cell, the information about its position is cloaked, i.e. only
the information about a region around it is made available. The region includes
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Figure 1: Sample single base cell cloaking instance.

(a) Solution using 2 regions. (b) Solution using 3 regions. (c) Graph representation.

Figure 2: Sample multi base cell cloaking instance.

the base cell and the cell where the user is located but also other cells. The ob-
fuscation level obtained in this way is measured by a sensitivity measure of the
regions, as formally de�ned below, that estimates the probability of detecting
the true position of the user.

In its simplest version, cloaking is applied to each single base cell indepen-
dently, and the goal is to compute a region of limited size around it, whose
sensitivity does not exceed a given threshold. In the most general version, in-
stead, many base cells are given at once, adjacent ones forming base subsets.
Each base subset must be included into a properly selected region, avoiding
overlaps between regions.

In Figure 1a a sample 5x5 area is depicted, representing a single base cell
cloaking instance. The numbers on each cell represent the probability of a user
being in it; a sensible location is marked in dark gray. In Figures 1b and 1c two
possible cloaking solutions are reported: when the user approaches the sensible
location, its position is obfuscated be returning only the region delimited with
black borders. Intuitively, the solution in Figure 1c o�ers more protection, as
the probability of a user being in the sensible location, knowing he is in the
region, is smaller. In Figures 2a and 2b, instead, a multi-base cell instance
is depicted. Being adjacent, the two base cells at top right form a single base
subset. Possible cloaking solutions are represented by the regions identi�ed by
black borders: two and three regions are depicted in 2a and 2b, respectively.

1.1 Modeling

Let G = (N, E) be a 4-connected graph, representing the area grid. For each cell
i ∈ N , a probability pi is given for a user being in it. Without loss of generality
we assume

∑
i∈N pi = 1.
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Sensitivity of the regions. We de�ne the sensitivity σ(R) of any region
R ⊆ N as the conditional probability of a user being in a base cell, given he is
in the region; that is:

σ(R) =


∑
i∈R sipi∑
i∈R pi

if
∑
i∈R pi 6= 0

0 otherwise

where the binary datum si indicates whether cell i ∈ N is a base cell or not.
The sensitivity of a region R represents the cloaking level that obfuscates the
base cells in R. Smaller values of σ(R) correspond to higher obfuscation levels.
A region with no base cells has null sensitivity.

We denote as τ ∈ (0, 1] the sensibility threshold. For each region we formu-
late a corresponding sensitivity constraint as follows:

σ(R) ≤ τ∑
i∈R sipi∑
i∈R pi

≤ τ

which is always well-de�ned because
∑
i∈R pi is always strictly positive for each

region containing at least one base cell. Now we can rewrite the constraint as∑
i∈R

sipi ≤ τ
∑
i∈R

pi

and ∑
i∈R

(si − τ)pi ≤ 0.

We associate a binary variable xi with each cell i ∈ N , indicating whether cell i
belongs to a selected region or not, and we rewrite the sensitivity constraint as∑

i∈N
(si − τ)pixi ≤ 0.

To further simplify the notation we introduce a coe�cient wi = (τ − si)pi for
each cell i ∈ N . The sensitivity constraint is now∑

i∈N
wixi ≥ 0

for each region. We note that since si ∈ {0, 1} and τ ∈ (0, 1], wi ≤ 0 for each
base cell, and wi > 0 for any other cell. In the remainder we denote as �favor-
able� and �unfavorable� the cells with positive and negative weight respectively,
because including them in R helps satisfying the sensitivity constraint or makes
it more di�cult.

In a feasible solution sensitivity constraints must be respected for each base
cell. For instance, by �xing τ = 1.99%, the solution in Figure 1b is infeasible,
while that of 1c is feasible, having respectively σ(R) = 2.00% and σ(R) =
1.78%.

3



Topology and cost of the regions. To guarantee that the selected regions
are connected, we represent them as arborescences in G = (N, E), rooted at base
cells. Regions must not overlap, and therefore arborescences must be disjoint.
Furthermore, cells in the same base subsets can be split in di�erent regions,
but no base cells of di�erent base subsets can belong to the same region, and
therefore no arborescence is allowed to connect vertices of di�erent base sets.
We also make the assumption that portions of the same base subset belonging
to the same region must be adjacent. Our aim is to design regions which are
as small as possible, and therefore we de�ne as cost of each arborescence the
number of its vertices, that is the number of cells in the corresponding region. A
solution is therefore a collection of arborescences; appealing solutions optimize
the tradeo� between number of regions and their sum of costs. For instance,
in Figure 2c, the arborescences corresponding to the solution of Figure 2b are
depicted.

Related literature. Related problems deal with the computation of optimal
arborescences in graphs. The Steiner Tree/Arborescence Problem (SP) is a well-
known NP -hard optimization problem, for which several exact (see [4, 5]) and
heuristic algorithms have been devised: for a recent review we refer to [6].

A useful starting point for the design of an algorithm for the single-base-cell
problem is the paper by Ljubic et al. [7], that addresses the problem of comput-
ing a Steiner tree on a graph with costs on the edges and prizes on the vertices,
where the objective function is to minimize the sum of the overall cost of the
edges belonging to the tree and the overall prize of the vertices not belonging
to the tree. This problem is called Prize-Collecting Steiner Tree Problem (PC-
STP). Our single-base-cell problem turns out to be a PCSTP with some special
characteristics: (i) all edges have unit cost (and this induces the existence of a
lot of equivalent solutions); (ii) all vertices of the graph are Steiner vertices; (iii)
we do not have a mixed objective function, but we have an additional constraint
on the sensitivity of the region (arborescence): edge costs are in the objective,
while vertex prizes are in the sensitivity constraint; (iv) vertex prizes can be
positive or negative, according to the contribution of the vertices to the sensi-
tivity constraint: base cells are unfavorable, i.e. their inclusion increases the
sensitivity of the region; (v) the region is represented by an arborescence rooted
at a base cell.

In this paper we face the optimal cloaking problem with a mathematical
programming approach. We �rst consider the single base cell problem (Sec-
tion 2), presenting an Integer Linear Programming (ILP) formulation with an
exponential number of constraints, and providing an exact branch-and-cut al-
gorithm. Then, we tackle the general multi base cell version, introducing an
extended ILP formulation, and designing a branch-and-price algorithm exploit-
ing an adaptation of the single base cell branch-and-cut for pricing (Section 3).
Computational results are presented and discussed independently for the two
versions of the problem, and conclusions are drawn in Section 4.
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2 The single base-cell problem

In the single-base-cell problem a base cell corresponding to a single node b ∈ N is
given and the goal is therefore to compute a minimum cost arborescence rooted
at b, complying with the sensitivity constraint.

2.1 Formulation: a 0-1 ILP model

To obtain a provably optimal solution we use a mathematical programming
model based on the following notation. We consider the general setting in which
G = (N, E) is a graph, not necessarily a grid, with vertex set N and edge set
E . We transform the graph into an equivalent digraph by replacing each edge
[u, v] ∈ E with a pair of arcs (u, v) and (v, u) and we indicate by A the resulting
arc set. We indicate by δ−(S) the set of arcs entering any vertex subset S ⊂ V,
i.e. δ−(S) = {(u, v) ∈ A : u ∈ S̄, v ∈ S}, where S̄ = N\S. We indicate the
vertex corresponding to the base-cell by r and the weight of each vertex v ∈ N
by wv. We use binary variables xv associated with each vertex v ∈ N to indicate
whether the vertex belongs to the region or not; we also use binary variables
yuv associated with each arc (u, v) ∈ A to indicate whether u is the predecessor
of v along the path from r to v.

minimize z =
∑

(u,v)∈A

yuv (1)

subject to
∑

u∈N :(u,v)∈A

yuv = xv ∀v ∈ N\{r} (2)

∑
v∈N

wvxv ≥ 0 (3)∑
(u,v)∈δ−(S)

yuv ≥ xs ∀S ⊂ N\{r}, ∀s ∈ S (4)

xr = 1 (5)

yuv ∈ {0, 1} ∀(u, v) ∈ A (6)

xv ∈ {0, 1} ∀v ∈ N. (7)

The objective function (1) requires to minimize the cardinality of the region;
constraints (2) state the relationship between variables x and variables y: a
vertex v belongs to the region (i.e. xv = 1) if and only if it is the head of a
selected arc (i.e. yuv = 1 for some vertex u); constraints (3) impose that the
overall weight of the region complies with the sensitivity constraint; constraints
(4) impose that the region is connected; constraints (5) impose that the region
includes the base-cell; �nally constraints (6) and (7) require the integrality of
the variables.

This model resembles the one proposed by Ljubic et al. [7] for the prize-
collecting Steiner tree problem; our adaptations cope with the �ve main dif-
ferences outlined in the previous Section. The algorithm we have designed
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and tested is also based on a relaxation adapted from [7]: we initially relax
constraints (4) and integrality restrictions (6) and (7), we solve the resulting
linear programming (LP) problem and we detect violated constraints (4) by a
separation algorithm; some violated constraints are then inserted into the LP
model and the procedure is iterated until the optimal LP solution satis�es all
constraints (4).

2.2 Relaxation: an LP model

The model of the linear relaxation we iteratively solve in our branch-and-cut
algorithm is the following:

minimize z =
∑

(u,v)∈A

yuv (8)

subject to
∑

u∈N :(u,v)∈A

yuv = xv ∀v ∈ V\{r} (9)

∑
v∈N

wvxv ≥ 0 (10)∑
(u,v)∈δ−(S)

yuv ≥ xs ∀S ∈ S∀s ∈ S (11)

xr = 1 (12)

xu ≥ yuv ∀(u, v) ∈ A (13)∑
(r,v)∈A

yrv ≥ 1 (14)

2yuv + 2yvu ≤ xu + xv ∀(u, v) ∈ A (15)

0 ≤ yuv ≤ 1 ∀(u, v) ∈ A (16)

0 ≤ xv ≤ 1 ∀v ∈ N. (17)

The set S of connectivity constraints is initially empty. This model is obtained
from the linear relaxation of model (1)-(7) by relaxing connectivity constraints
(4), which are exponential in number, and by inserting constraints (13), (14) and
(15) to reinforce the formulation. Constraints (13) state that an arc can be used
only if the node corresponding to its tail belongs to the region. Constraints (14)
state that at least one arc must leave the root. Constraints (15) forbid cycles
of cardinality 2.

Since connectivity constraints (4) have been relaxed, it is possible that the
optimal solution of model (8)-(17) is disconnected and contains cycles. Violated
connectivity constraints (11) are dynamically generated by an exact separation
algorithm illustrated in the remainder. According to our notation, they are in-
serted in S. However, owing to the relaxation of the integrality requirements (6)
and (7), the optimal solution of the linear program with connectivity constraints
is not guaranteed to be integer and acyclic. For this reason we �nally resort to
branching, when necessary.
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2.3 Preprocessing

Before starting the branch-and-cut algorithm we run a pre-processing routine,
whose goal is to identify and discard some vertices of the graph that cannot
be part of any optimal solution, thus reducing its size. This goal is achieved
by visiting the graph with a breadth-�rst-search algorithm, starting from the
root vertex r. Every vertex u is labeled with the maximum weight of a path
from r to u; the weight of a path is the sum of the weights of the vertices along
the path. The weight of r is negative, because r corresponds to a base-cell; as
soon as the weight of a path P emanating from r becomes non-negative, the
algorithm is stopped: a feasible solution has been detected and the number of
arcs along P is a valid upper bound. Therefore all vertices whose distance from
r is larger than P cannot belong to any optimal solution and are discarded.

2.4 Separation

The separation problem is a min-cut problem, which can be solved to optimality
in polynomial-time. We indicate with x∗ and y∗ the values of the x and y
variables in the current optimal solution of model (8)-(17). For each vertex
u ∈ N with x∗u > 0 we search for a minimum cut separating r from u in
the support digraph where each arc (u, v) ∈ A has capacity equal to y∗uv. We
indicate by CS the capacity of a (r, u)-cut separating S ⊂ N from its complement
S ⊂ N , with u ∈ S and r ∈ S. Any cut S with C(S) < x∗u corresponds to a
violated connectivity constraint; with a little abuse of terminology, we call it
violated cut in the remainder.

To compute minimum cuts we used the e�cient algorithm by Cherkassky
and Golberg [1]. However it is important to remark that there are several
possible strategies that can be used in the cut generation process. It is common
experience that adding more than one constraint per iteration usually speeds
up cutting planes algorithms. Therefore, for each destination vertex u ∈ N ,
it is convenient to �nd multiple violated connectivity constraints, i.e. multiple
violated (r, u)-cuts. For this purpose we also generated nested cuts and back cuts
[7] and we made computational tests to suitably tune the separation strategy.

Nested cuts are obtained as follows. Assume a violate cut has been found;
then all arcs belonging to the cut are given capacity equal to 1, so that they
cannot belong to a bottleneck cut anymore; then the max-�ow-min-cut algo-
rithm is run again and another violated cut is possibly found. The procedure
is iterated and it generates a sequence of violated cuts, initially close to r and
then closer and closer to u. When the same technique is executed sending the
�ow from u to r, back (nested) cuts are generated.

We compared four separation strategies, all generating nested cuts. In strate-
gies A and B the choice between forward and backward nested cuts is made at
random with the same probability at each iteration and for each (r, u) pair; on
the contrary, in strategies C and D nested cuts are always generated both for-
ward and backward. In strategies A and C the generation of cuts stops as soon
as the connected component of the target vertex is reached, while in strategies B
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and D the cut generation procedure stops only when the target vertex is reached
(by target vertex we mean u for forward cuts and r for backward cuts). The
goal is to reach a (possibly fractional) optimal solution in which all connectivity
constraints are satis�ed as early as possible. Besides tightening the lower bound,
this also allows to run heuristics at each node of the branch-and-bound tree and
in turn this allows to early compute good feasible solutions and to e�ectively
prune the search.

To �ne tune our algorithm, we tested all strategies on a set of instances
corresponding to 25× 25 grids in this way: a node u is selected at random; cuts
are generated with one of the four strategies and inserted in the relaxed model;
the linear program is re-optimized; the procedure is repeated until a time-out
of 200 seconds expires. A typical outcome is represented in Figures 3 and 4.
Strategy C turns out to be the most e�ective in tightening the lower bound.

Figure 3: Comparison between the four separation strategies: lower bound as a
function of computing time.

Figure 4: Comparison between the four separation strategies: number of gener-
ated constraints as a function of computing time.

The same results are shown in Table 1.
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A B C D
Lower bound 30.86 30.95 31.57 30.82
N. cuts 7188 20073 12364 24256

Table 1: Final lower bound and number of cuts with di�erent separation strate-
gies.

From computational experiments on larger instances we could observe that
the best trade-o� between the number of LP iterations and the number of con-
straints generated depends on the instances. When instances are easier (i.e.
smaller), strategies B and D which generate a larger number of cuts, are faster.
When the instance is more di�cult, it is convenient to generate less constraints
and to optimize the LP more often, with strategy C. Computational results
reported in the remainder have been obtained with strategy C.

2.5 Heuristics

At every node of the branch-and-bound tree we run a fast heuristic algorithm,
when the cut generation procedure is over. The algorithm works on the subgraph
(N∗,A∗) de�ned by vertices u ∈ N with x∗u > 0 and the arcs (u, v) ∈ A with
y∗uv > 0. This support graph is guaranteed to be connected but it may not
correspond to an arborescence. If any node in N∗ turns out to be the head of
more than one arc in A∗, then we arbitrarily choose a path from r to u in the
support graph and we delete from A∗ all arcs entering u and not belonging to the
path. After this preprocessing every non-root vertex u has a unique predecessor
π(u) and the support graph is an r-arborescence. Since the sensitivity constraint
is satis�ed, we are guaranteed that

∑
u∈N wux

∗
u >= 0 and hence

∑
u∈N∗ wu >=

0. We formulate the problem of selecting a minimum cardinality r-arborescence
in (N∗,A∗) still complying with the sensitivity constraint. The corresponding
ILP model requires a binary variable tuv for each arc in A∗ and reads as follows.

minimize
∑

(u,v)∈A∗
tuv

subject to wr +
∑

(u,v)∈A∗
wvtuv ≥ 0

tuv ≤ tπ(u)u ∀(u, v) ∈ A∗ : u 6= r

tuv ∈ {0, 1} ∀(u, v) ∈ A∗.

Preliminary experiments veri�ed that the solution of this model with state-of-
the-art general purpose solvers takes negligible computing time.

2.6 Policies for branching and searching

We included a binary branching policy: we consider the last optimal solution
of the linear program obtained when the cut generation procedure is over and
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we select the x variable whose current optimal value is closest to 1/2. Then we
create two subproblems by �xing the variable respectively to 0 and to 1.

We compared four tree exploration policies: best-�rst, depth-�rst, breadth-
�rst and a mixed strategy. This latter one is motivated by the observation that
�xing a variable to 1 is more e�ective than �xing it to 0. Therefore sub-problems
generated by �xings to 1 (1-nodes) are given precedence with respect to those
originated from �xings to 0 (0-nodes): every time a branch occurs the 1-node
is inserted in the �rst position in the queue of open nodes while the 0-node is
appended in the last position. From our preliminary tests, we observed that
best-�rst tends to be the most e�ective strategy and this was selected for the
�nal extensive set of computational tests.

2.7 Computational results

We de�ned two data-sets, identi�ed by A and B in the remainder, reproducing
areas with a single sensible location or multiple sensible locations respectively.
Data were generated at random as follows.

• The grid is a square with size ranging from 15× 15 to 25× 25; its cells are
tentatively populated with the probability values p given by a a bivariate
Gaussian distribution, centered in a cell chosen at random with uniform
probability distribution in the grid.

• Cells are iteratively selected at random and their corresponding tentative
values of probability p are con�rmed. When 70% of the cells is associated
with a con�rmed positive value of the probability, the other cells receive
zero probability. The sum of con�rmed values is normalized to 1.

• In data-set A the base cell is chosen at random among the cells with zero
probability. In data-set B we generate at random a rectangular base subset
with size 2 × 2 (data-set B1) or 4 × 4 (data-set B2) containing only cells
with positive probability. The root base cell is then �xed by choosing
uniformly at random among the base cells.

• Each instance in data-set A is tested with three values for τ , namely 0.3,
0.5 and 0.7. Each instance in data-sets B is tested with four values for τ ,
i.e. 0.05, 0.1, 0.2 and 0.4.

As a result, data-set A is characterized by vertices with non-negative weights
wi = pi only, while vertices in the base subsets of data-set B can have negative
weights, being wi = (τ − si)pi with si = 1 for the cells of the base subset, 0
otherwise. The sensitivity constraint for data-set A requires

∑
i∈N pixi ≥ τ ,

while that for data-sets B requires
∑
i∈N wixi ≥ 0,

Remarkably many instances were solved at the root node. Instances in data-
sets B are harder to solve to optimality; this can be seen for instance from the
values in the �Gap� columns. The gap also tends to be larger when the base
subset is larger (data-set B2). The reason is that the fractional optimal solution
of the relaxed model tends to combine a lot of variables; besides enlarging the
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Instance Root node B&C tree
UB LB Time Cuts UB Gap Time Nodes

A-01-1-15-0.3 21 19.96 0.06 2238 21 4.76 0.39 4
A-02-1-15-0.5 36 35.94 0.05 4305 36 0.00 0.36 0
A-03-1-15-0.7 60 58.95 0.38 2759 60 1.67 1.00 2
A-04-2-15-0.3 17 15.05 1.41 3869 17 5.88 7.52 20
A-05-2-15-0.5 27 26.58 0.91 3696 27 0.00 1.22 0
A-06-2-15-0.7 42 41.17 0.68 7486 42 0.00 1.21 0
A-07-3-15-0.3 24 23.12 0.45 3155 24 0.00 1.03 0
A-08-3-15-0.5 31 29.30 0.87 5367 30 0.00 2.45 0
A-09-3-15-0.7 43 42.43 1.04 6948 43 0.00 2.11 0
A-10-1-20-0.3 25 21.07 3.72 6055 23 4.35 49.49 18
A-11-1-20-0.5 36 35.50 3.57 13579 36 0.00 5.10 0
A-12-1-20-0.7 57 56.75 15.51 34825 57 0.00 19.66 0
A-13-2-20-0.3 34 31.49 42.32 26213 33 3.03 622.57 28
A-14-2-20-0.5 55 54.50 18.14 37523 55 0.00 35.95 0
A-15-2-20-0.7 95 94.33 0.36 30778 95 0.00 12.39 0
A-16-3-20-0.3 19 18.08 0.03 1945 19 0.00 0.65 0
A-17-3-20-0.5 29 27.89 0.78 3449 28 0.00 3.45 0
A-18-3-20-0.7 67 65.43 2.45 12311 68 2.94 13.34 4
A-19-1-25-0.3 33 31.52 17.94 26423 33 3.03 835.72 30
A-20-1-25-0.5 65 64.20 4.13 42997 65 0.00 34.70 0
A-21-1-25-0.7 113 113.00 15.32 71861 113 0.00 66.35 0
A-22-2-25-0.3 37 35.65 33.69 33440 37 2.70 103.57 4
A-23-2-25-0.5 68 67.14 3.10 25822 68 0.00 21.40 0
A-24-2-25-0.7 109 109.00 0.49 69610 109 0.00 48.99 0
A-25-3-25-0.3 37 36.13 3.03 14349 37 0.00 12.67 0
A-26-3-25-0.5 51 50.17 5.44 17349 51 0.00 29.45 0
A-27-3-25-0.7 68 66.78 9.78 24511 68 1.47 67.31 8

Table 2: Results with data-set A.

primal-dual gap this also requires to generate more cutting planes. This is
particularly evident when τ is small (i.e. τ = 0.05) and the probability of the
root vertex is relatively large, because in this case it necessary to include many
vertices in the arborescence to satisfy the sensitivity constraint.
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Instance Root node B&C tree
UB LB Time Cuts UB Gap Time Nodes

B1-01-1-15-0.05 9 7.72 0.01 521 9 11.11 0.18 4
B1-02-1-15-0.1 7 4.67 0.03 818 7 28.57 2.36 42
B1-03-1-15-0.2 5 2.50 0.03 1015 5 40.00 53.97 84
B1-04-1-15-0.4 4 1.47 0.04 926 4 50.00 319.78 148
B1-05-2-15-0.05 16 9.48 8.86 8152 16 37.50 86.77 8
B1-06-2-15-0.1 5 4.00 0.08 1945 5 20.00 0.65 8
B1-07-2-15-0.2 4 2.43 0.13 1881 4 25.00 2.51 28
B1-08-2-15-0.4 3 1.28 0.12 1920 2 0.00 0.79 0
B1-09-1-20-0.05 12 10.63 44.22 19720 12 8.33 205.43 4
B1-10-1-20-0.1 8 5.54 35.98 12950 6 0.00 471.54 0
B1-11-1-20-0.2 2 2.00 0.01 0 2 0.00 0.02 0
B1-12-1-20-0.4 1 1.00 0.01 0 1 0.00 0.01 0
B1-13-2-20-0.05 8 7.19 0.71 7119 8 0.00 3.88 0
B1-14-2-20-0.1 4 3.15 0.14 1555 4 0.00 0.92 0
B1-15-2-20-0.2 3 2.25 0.36 1133 3 0.00 0.62 0
B1-16-2-20-0.4 2 1.31 0.27 2002 2 0.00 1.19 0
B1-17-1-25-0.05 38 32.50 5.92 19432 38 13.16 4670.56 304
B1-18-1-25-0.1 12 11.61 3.02 7175 12 0.00 6.98 0
B1-19-1-25-0.2 4 3.57 0.01 0 4 0.00 0.03 0
B1-20-1-25-0.4 1 1.00 0.02 0 1 0.00 0.03 0
B1-21-2-25-0.05 12 6.75 13.62 15319 7 0.00 355.66 0
B1-22-2-25-0.1 3 3.00 2.01 5427 3 0.00 4.45 0
B1-23-2-25-0.2 2 1.80 0.98 7372 2 0.00 5.56 0
B1-24-2-25-0.4 2 1.10 1.01 6467 2 0.00 5.12 0

Table 3: Results with data-set B1.

3 The multi-base-cell problem

As discussed in the introduction, in the most general version of cloaking many
base cells can be de�ned in the area, forming base subsets; appealing solutions
cover all base cells with many regions of limited size. However, maximizing the
number of regions and minimizing their overall size are two con�icting objec-
tives. Therefore, we tackle this generalization with a bi-objective optimization
approach. For each suitable number of regions k, we search for the minimum
number of cells Pk to be included in the regions to cover all base cells and
respect sensitivity constraints. Once all Pk values are computed, di�erent syn-
thetic tradeo� measures can be selected to choose a particular solution, like the
average region size Pk/k.

The number of solution values Pk to compute can be in principle large, but
can be substantially reduced by exploiting the following two observations.

Observation 3.1. There is no feasible solution using less regions than the
number of base subsets `,

12



Instance Root node B&C tree
UB LB Time Cuts UB Gap Time Nodes

B2-01-1-15-0.05 12 9.13 0.12 1023 12 16.67 32.21 36
B2-02-1-15-0.1 8 5.03 0.08 956 8 25.00 9.34 22
B2-03-1-15-0.2 7 2.76 0.04 1145 6 50.00 65.45 48
B2-04-1-15-0.4 5 2.12 0.03 998 5 40.00 176.45 92
B2-05-2-15-0.05 23 13.55 15.78 12333 21 33.33 895.98 58
B2-06-2-15-0.1 9 5.34 2.23 4389 8 25.00 23.13 8
B2-07-2-15-0.2 6 3.12 0.39 2221 6 33.33 57.43 94
B2-08-2-15-0.4 4 2.62 0.23 2134 4 25.00 7.65 16
B2-09-1-20-0.05 11 9.34 13.78 13455 11 9.09 89.45 4
B2-10-1-20-0.1 7 4.12 14.31 9423 6 16.67 238.42 22
B2-11-1-20-0.2 4 3.11 0.31 764 4 0.00 12.56 0
B2-12-1-20-0.4 4 2.13 12.00 453 3 0.00 7.89 0
B2-13-2-20-0.05 8 7.56 0.56 5674 8 0.00 5.64 0
B2-14-2-20-0.1 4 3.14 0.11 1342 4 0.00 1.98 0
B2-15-2-20-0.2 3 2.02 0.09 674 3 0.00 1.54 0
B2-16-2-20-0.4 2 1.91 0.04 19 2 0.00 0.09 0
B2-17-1-25-0.05 48 39.98 7.98 20134 47 14.89 534.98 66
B2-18-1-25-0.1 27 21.32 5.98 9842 27 18.52 499.66 128
B2-19-1-25-0.2 12 8.34 2.28 2898 12 25.00 231.98 84
B2-20-1-25-0.4 4 3.24 0.89 958 4 0.00 12.23 0
B2-21-2-25-0.05 14 9.34 21.12 21656 13 23.08 756.23 28
B2-22-2-25-0.1 8 5.45 9.32 7853 7 14.29 161.79 12
B2-23-2-25-0.2 5 4.12 3.21 7664 5 0.00 98.34 0
B2-24-2-25-0.4 4 3.67 0.43 5234 4 0.00 3.72 0

Table 4: Results with data-set B2.

as no region can cover base cells of di�erent subsets.

Observation 3.2. When an instance is feasible, an optimal solution always
exists in which the root of each arborescence lies in the border of a base subset.

In fact, suppose to have an optimal solution in which an arborescence is
rooted in an inner cell of a base subset. In order to satisfy the sensitivity
constraint, the root must be connected to non-base outer cells; therefore at
least one directed path exists from the root to outer cells, thereby crossing the
border of the base subset in a particular base cell. Hence, an equivalent optimal
solution can be obtained by arbitrarily selecting one of those paths, considering
the subpath from the root to the base cell on the border, and reversing its arcs.

Observation 3.3. For each suitable number of regions k > `, Pk−1 ≤ Pk.

In fact, one can always obtain a solution in which k−1 regions are de�ned by
a solution with k regions, by simply merging two regions with adjacent base cells.
Since sensitivity constraints hold for each of them independently, they hold also

13



after merging, being actually replaced by a single surrogate constraint. That
solution might, of course, be suboptimal.

Let ¯̀be the number of base cells on the border of base subsets. Summarizing,
we compute the Pareto-optimal frontier of the bi-objective problem by searching
for all optimal Pk values with a bisection process: starting with k′ = ` and k′′ =
¯̀, we compute Pk′ and Pk′′ ; if Pk′ = Pk′′ then all values Pk with k′ ≤ k ≤ k′′

are equal to P ′k, and therefore we stop; otherwise we select k = b(k′′+k′)/2c and
we proceed recursively on the ranges [k′, k] and [k, k′′], stopping when k = k′.

A key issue remains on how to minimize Pk for a �xed k. In the following
we detail how we solve it by a branch-and-price algorithm, where the pricing
algorithm that generates minimum cardinality arborescences complying with
the sensitivity constraint is adapted from the branch-and-cut algorithm we have
presented in the previous section for the single-base-cell problem.

3.1 Mathematical formulation

As in the previous section we indicate as G = (N,A) the graph corresponding
to the grid, and as wi the weight associated with each node i ∈ N . The set of
base subsets is indicated by R; base subsets are disjoint. For each base subset
r ∈ R we indicate by Br ⊆ N the corresponding subset of base cells; the set
of all the base cells is indicated by B = ∪r∈RBr. For each base cell b ∈ B we
indicate by Θb the set of all feasible arborescences rooted at b, that are those
satisfying the sensitivity constraints without including cells of other base sets.

The union of all the subsets of columns is indicated by Θ. The required
number of arborescences is indicated by k.

A binary variable λl is associated with each column (arborescence) l ∈ Θ. A
binary coe�cient xibl indicates whether vertex i ∈ N belongs to the arborescence
rooted at vertex b ∈ B in column l ∈ Θb. With this notation the master problem
reads as follows:

minimize z =
∑
r∈R

∑
b∈Br

∑
l∈Θb

∑
i∈N

xiblλl (18)

s.t.
∑
r∈R

∑
b∈Br

∑
l∈Θb

xiblλl ≤ 1 ∀i ∈ N (19)

∑
r∈R

∑
b∈Br

∑
l∈Θb

xiblλl ≥ 1 ∀i ∈ B (20)

∑
r∈R

∑
b∈Br

∑
l∈Θb

λl = k (21)

λl binary ∀r ∈ R ∀b ∈ Br ∀l ∈ Θb (22)

We consider the linear relaxation of this master problem, where the inte-
grality conditions (22) are replaced by constraints 0 ≤ λl ≤ 1 ∀r ∈ R ∀b ∈
Br ∀l ∈ Θb. Because of constraints 20 it is redundant to impose λl ≤ 1. Hence
constraints (22) are simply replaced by non-negativity conditions.
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We indicate the (non-positive) dual variables of constraints (19) with µi,
the (non-negative) dual variables of constraints (20) with γi and the (free) dual
variable of constraint (21) with ξ. Hence the reduced cost of a column l ∈ Θb

for any b ∈ B is:

cbl =
∑
i∈N

xibl −
∑
i∈N

µixibl −
∑
i∈B

γixibl − ξ

that is
cbl =

∑
i∈N

xibl(1− µi − γi)− ξ

with γi = 0 for all non-base cells.
Further, since the number of arborescences is exponential in the size of the

graph, only a subset of them is actually inserted in a restricted master problem.
In order to guarantee that the linear relaxation of the restricted master problem
is always feasible, we insert a dummy column with a cost equal to |N |+ 1 and
such that it satis�es all constraints of the master problem, i.e. it covers all base
cells in constraints (20) and it counts as k arborescences in constraint (21). To
accelerate the convergence of the column generation algorithm we also insert
columns corresponding to �empty arborescences� made by a single base cell.
Since they are infeasible (a root alone cannot satisfy the sensitivity constraint),
they also have a very large cost like the dummy column.

3.2 Pricing

The linear relaxation of the master problem is solved via column generation.
When a fractional optimal solution is reached we resort to branching. The
pricing sub-problem is solved with the branch-and-cut algorithm illustrated for
the single-base-cell problem. The only di�erence is that in the pricing sub-
problem of the multi-base-cell problem there are also penalties on the vertices:
they are the current values of the dual variables µ and γ. The pricing algorithm
is run for each base cell and the corresponding optimal solutions are inserted in
the restricted master problem if their reduced cost is negative.

3.3 Symmetry breaking

The pre-processing procedure outlined for the single-base-cell problem is no
longer applicable in the multi-base-cell case, because several arborescences may
compete for the same favorable cells. Hence a feasible solution with disjoint
arborescences is not guaranteed not to use paths longer than the minimum
path found by the breadth-�rst-search algorithm.

However we pre-process the instances in a di�erent way, to reduce the sym-
metries due to the di�erent base cells in the same base subset. First, Observation
3.2 allows us to directly avoid pricing for cells in the interior of a base set. Fur-
thermore, since we also made the assumption that no disjoint subsets of base
cells belong to the same arborescence, it is su�cient to keep the arcs of a cycle
along the borders of each base subset, deleting those in the opposite direction.
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3.4 Greedy pricing

Before running the branch-and-cut algorithm for exact pricing, we run a greedy
heuristic pricing routine: starting from the base cell the arborescence is itera-
tively extended with the reachable cell of minimum weight until the sensitivity
constraint is satis�ed. After that, the arborescence is possibly further extended
with negative reduced cost cells. To speed up the search for the minimum
weight cell among those that can be appended to the arborescence, we use a
heap data-structure. The e�ectiveness of the greedy pricing algorithm in pro-
ducing good solutions is well documented by the computational results of the
branch-and-price-based heuristics described in subsection 3.6.

3.5 Branching

When the column generation algorithm is over and the optimal solution of the
linear relaxation of the restricted master problem is fractional, we resort to
branching in three di�erent ways.

Branching 1: roots. We consider all the candidate roots, i.e. the cells along
the borders of the base subsets. For each candidate root b we compute

∑
l∈Θb

λl
and we select the value that is closest to 1/2. Then we generate two sub-
problems with a binary branching operation. In a sub-problem we constrain b
to be a root: this is achieved by deleting all arcs entering b from other base
cells of the same base subset. In this way b is forbidden to be included in any
arborescence rooted elsewhere and therefore it is constrained to be a root. In
the other sub-problem we forbid b to be a root: all columns in Θb are deleted
from the master problem and the pricing algorithm is no longer executed from
cell b in that branch.

Branching 2: base cells. When all values of
∑
l∈Θb

λl are integer, then we
resort to a second branching strategy. We consider all pairs of base cells i and b
in the same base subset Br and we compute

∑
l∈Θb

xiblλl. We select the value
that is closest to 1/2 and we generate two sub-problems with a binary branching
operation. In a sub-problem we forbid i to belong to an arborescence rooted
at b by �xing xib = 0 in the pricing sub-problem for root b. In the other sub-
problem we constrain i to belong to an arborescence rooted at b: this is achieved
by �xing xib′ = 0 in the pricing sub-problems corresponding to all roots b′ 6= b.

Branching 3: non-base cells. When the values of
∑
l∈Θb

xiblλl are integer for
all base cells i, then we resort to a third branching strategy, which is identical
to the second one but considers non-base cells. For each non-base cell i and
each base cell b we compute

∑
l∈Θb

xiblλl. We select the value that is closest to
1/2 and we generate two sub-problems with a binary branching operation. In
a sub-problem we forbid i to belong to an arborescence rooted at b by �xing
xib = 0 in the pricing sub-problem for root b. In the other sub-problem we
forbid i to belong to any arborescence not rooted at b: this is achieved by �xing
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xib′ = 0 in the pricing sub-problems corresponding to all roots b′ 6= b. This
third branching strategy does not partition the solution space of the current
sub-problem: solutions in which i is not part of any arborescence remain feasible
in both branches.

3.6 A branch-and-price-based heuristics

To cope with the combinatorial explosion and the exponential increase in com-
puting time, we also devised a heuristic algorithm to compute good solutions
quickly, optimizing also instances that are out-of-reach for the exact optimiza-
tion branch-and-price. The heuristic algorithm relies upon the structure of the
branch-and-price algorithm where the pricing sub-problem is solved heuristi-
cally. The price is of course to lose any optimality guarantee, including that
the �nal solution of the linear restricted master problem is a valid lower bound.
Nevertheless the algorithm produces a well-diversi�ed set of �good� columns and
often achieves the optimal solution. Branching acts as a diversi�cation strategy,
forcing the search to explore all the solution space, while heuristic pricing acts
as an intensi�cation mechanism, producing feasible solutions of small cardinal-
ity. We tested two versions of this branch-and-price-based heuristics: in one
case we only use the greedy pricing algorithm described in subsection 3.4; in
the other case we also use the branch-and-cut algorithm described in subsection
2 truncated at the root node. When the root node is solved to optimality, the
heuristic procedure described in 2.5 produces a feasible arborescence.

3.7 Computational results

The instances for testing the branch-and-price algorithm were generated with
the same technique described in subsection 2.7 for data-sets B. The size of the
grid was set to 15×15 when searching for optimal solutions. We used one or two
base subsets of size 2× 2 or one base subset of size 3× 3. To o�er a clear view
on how selecting the number of regions a�ects the computing time of branch-
and-price, we run a test for all suitable values of the number of arborescences
k, ranging from the number of base subsets (1 or 2) to the number of base cells
on the borders of the base subsets (4 or 8). We also used di�erent values of the
sensitivity threshold τ .

Tests on larger grids were also carried out with the aim of producing heuristic
solutions by the branch-and-price-based heuristic algorithm. In these cases we
used grid of size up to 30×30, up to 5 base subsets of size 2×2 or 3×3, resulting
into a number of arborescences up to 24.

We present aggregate results in Table 5 and detailed results in the tables
collected in appendix A. The �rst column in Table 5 de�nes how data have
been aggregated. The we report the average computing time to solve the root
node, the average computing time to obtain a heuristic solution at the root
node, the average cardinality of the optimal solution (overall number of cells in
the arborescences) and the average cardinality of the heuristic solution.
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Aggregation criterion Time (root) Time (B&C) N.cells (opt.) N.cells (heur.)
τ = 0.05 3444.35 61.43 27.14 27.29
τ = 0.10 2596.50 38.36 19.57 19.64
τ = 0.20 1637.79 14.64 15.36 15.36
τ = 0.40 754.07 12.31 12.71 12.71
One base subset 2× 2 426.75 13.25 12.31 12.38
Two base subsets 2× 2 2517.72 21.05 24.94 24.94
One base subset 3× 3 1746.44 68.31 19.75 19.88
k = |R| 2233.50 13.63 14.13 14.13
k ≈ |R| 2269.78 60.11 14.58 14.58
|B| < k < |R| 2939.94 63.13 20.56 21.43
k ≈ |B| 2212.65 58.31 21.50 21.61
k = |B| 1361.08 22.50 23.08 23.17

Table 5: Aggregated results.

The �rst section of Table 5 shows the same e�ect already observed with the
single-base-cell problem: as the threshold τ becomes large, the average size of
the solutions tends to decrease, because few non-base cells are su�cient to meet
the sensitivity requirement. As a consequence it is less likely that arborescence
�compete� for using the same favorable cells and the instances become easier to
solve; for τ = 0.20 or larger, heuristic solutions are often optimal.

The second section of Table 5 shows the e�ect of the number of base subsets
|R|. When |R| increases there are more base cells in B and, as expected, this
increases the number of runs of the pricing algorithm and the computing time
required by the branch-and-price algorithm. The same e�ect is produced by
di�erent sizes of the base subset.

The third section of Table 5 shows the e�ect of the number of arborescences
k. We indicate by |R| the cardinality of the set of base subsets; this is a lower
bound for k because at least one arborescence is needed for each base subset.
We indicate by |B| the cardinality of subset B that includes the base cells on
the borders of their regions; this is an upper bound for k, because w.l.o.g. roots
are not allowed to be in the interior of the base subsets. It is apparent that
extreme values of k, i.e. k = |R| and k = B correspond to easier instances. This
is because the number of feasible choices for the subset of roots is larger when k
is far from the extreme values. This yields a remarkable increase in the number
of negative reduced cost columns to be considered, a larger number of pricing
iterations and a larger number of fractional values in the optimal solution of
the linear restricted master problem, which in turn requires a larger number of
branching levels in the branch-and-price tree.
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4 Conclusions

The exact optimization algorithm we have devised for the single-base-cell and
the multi-base-cell problems allowed to study the trade-o� between the obfusca-
tion level, represented by the value of the parameter τ , and the computational
hardness of the resulting combinatorial optimization instance. Our tests con-
�rmed that the value of the threshold τ strongly a�ects the cardinality of the
resulting obfuscated regions and the computing time, as expected.

In the multi-arborescence problem the user can suitably calibrate the num-
ber of required arborescences which results in �ne-grained or coarse-grained
representation of the sensible subsets of cells to be obfuscated. We observed a
signi�cant relationship between the number of arborescences k and the comput-
ing time. When k is close to the maximum or minimum values, instances turn
out to be easier to solve to optimality. However the e�ect of the combinatorial
explosion is quite evident, as expected.

To cope with large instances we have devised a branch-and-price-based heuris-
tic algorithm which is able to consistently �nd optimal or near-optimal solutions
in a computing time which is reduced by three to four orders of magnitude with
respect to that required for exact optimization.
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5 Appendix A: Detailed results

In Tables 6-13 we present the detailed results of our tests. All tables have the
following columns:

• Instance: the ID is followed by the grid size and the value of τ ;

• TS: type of solution. In this �eld �O� stands for optimal solution (the
pricing problem is solved to optimality); �B&CT� indicates that the pricing
problem is only solved with truncated branch-and-cut and greedy; �G�
indicates that only the greedy pricer is used.

• k: the number of arborescences to compute;

• rTime: this is the computing time spent at the root node by the branch-
and-price exact algorithm or the branch-and-price-based heuristics;

• rLB: this is the �nal optimal value of the linear restricted master problem
at the root node; it is a valid lower bound only when pricing is solved to
optimality;

• rUB: this is the value of the upper bound computed at the root node by
the branch-and-price algorithm of the branch-and-price-based heuristics;

• UB: this is the best upper bound found. It is guaranteed to be optimal
only when TS is �O�;

• Obj: this is the average cardinality of the arborescences (UBk );

• pTime: this is the overall computing time required by the pricing algo-
rithms;

• Time: this is the overall computing time taken by the branch-and-price
algorithm.
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In Table 14 we report the results obtained with the heuristic branch-and-
price, where all pricing problems were solved with the greedy algorithm and the
branch-and-cut algorithm truncated at teh root node. A time limit of one hour
was imposed to these tests. The columns of Table 14 are the following:

• �Instance� includes the size of the base subsets and the value of τ ;

• |R| indicates the number of base subsets;

• �Size� indicates the size of the base subsets;

• k indicates the number of arborescences;

• �N. cells� indicates the number of cells in the best solution found;

• �Obj� is the average cardinality of the arborescences in the best solution
found;

• �Time� is the computing time.

Instance |R| Size k N.cells Obj Time
1-EUR-20x20-0.05 3 2× 2 12 59 4.92 238.29
1-EUR-20x20-0.10 3 2× 2 12 49 4.08 231.78
1-EUR-20x20-0.20 3 2× 2 12 38 3.17 187.39
1-EUR-20x20-0.40 3 2× 2 12 28 2.33 90.49
2-EUR-20x20-0.05 5 2× 2 20 - - 1739.69
2-EUR-20x20-0.05 5 2× 2 19 - - 1928.48
2-EUR-20x20-0.05 5 2× 2 18 93 5.17 2491.38
2-EUR-20x20-0.10 5 2× 2 20 - - 1439.81
2-EUR-20x20-0.10 5 2× 2 19 79 4.16 2001.64
2-EUR-20x20-0.20 5 2× 2 20 - - 1249.53
2-EUR-20x20-0.20 5 2× 2 19 61 3.21 1191.83
2-EUR-20x20-0.40 5 2× 2 20 45 2.25 963.18
3-EUR-20x20-0.05 3 3× 3 24 - - 3600.00
3-EUR-20x20-0.10 3 3× 3 24 - - 3600.00
3-EUR-20x20-0.20 3 3× 3 24 78 3.25 2301.15
3-EUR-20x20-0.40 3 3× 3 24 54 2.25 3036.48
4-EUR-30x30-0.05 3 2× 2 12 65 5.42 2996.19
4-EUR-30x30-0.10 3 2× 2 12 52 4.33 2693.45
4-EUR-30x30-0.20 3 2× 2 12 40 3.33 2227.31
4-EUR-30x30-0.40 3 2× 2 12 2 2.25 1801.75
5-EUR-30x30-0.05 3 3× 3 24 - - 3600.00
5-EUR-30x30-0.10 3 3× 3 24 - - 3600.00
5-EUR-30x30-0.20 3 3× 3 24 - - 3600.00
5-EUR-30x30-0.40 3 3× 3 24 52 2.17 3048.79

Table 14: Heuristic results on large instances.
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