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Abstract. Binarized neural networks are an important class of neural

network in deep learning due to their computational efficiency. This

paper contributes towards a better understanding of the structure of bi-

narized neural networks, specifically, ideal convex representations of the

activation functions used. We describe the convex hull of the graph of

the signum activation function associated with a single neuron, deriving

closed forms for the convex and concave envelopes that improve upon

those used in the literature. The new formulations lead to improved

methods to verify the robustness of a binarized neural network via con-

vex optimization.
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1. Introduction

Deep neural networks (DNNs) are a powerful tool for natural language pro-

cessing [8], computer vision [23], speech recognition [17] and malware detec-

tion [11], among others. However, deployment of DNNs often requires large

device storage and computational power, which limits its uses in resource

constrained platforms such as edge devices in IoT systems and smart phones.

Binarized neural networks (BNNs) are a special class of DNNs with weights

and inputs in B := {−1, 1} and signum function as activation functions. The

main motivation for the use of BNNs is that, since all arithmetic operations

can be efficiently implemented as bitwise operations, they reduce the stor-

age and computational requirements significantly. Nonetheless, handling

optimization problems involving BNNs (e.g., training or verifying robustness)

remains a challenging task, compounded by the lack of informative deriva-

tives of the activation functions.
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Usually, DNNs rely on the rectified linear unit (ReLU), defined as y =

max{x, 0}. Several gradient-based methods have been developed to either

train [25, 29, 34] or attack/robustify [15, 35] such DNNs. However, unlike

ReLU units, the derivative of signum function

y = sign(x)
def
=

{
1 if x ≥ 0

−1 if x < 0,
(1)

if existing, vanishes almost everywhere. Courbariaux et al. [10] and Hubara

et al. [18] were the first to extend gradient-based methods to train BNNs by

modifying the signum function and its gradients, with several researchers

following suit [6, 26, 36, 43].

The above approximations are ad-hoc and provide no guarantees on the

quality of the solutions found, even for ReLU-based DNNs. An alternative is

to use a convex relaxation of the DNN, which can be solved to optimality and

can for example provide a certificate on the robustness of the network [30, 33,

37, 41], provided that the convex relaxation is sufficiently good. Yet another

is to use mixed-integer optimization (MIO) to solve problems with the DNNs

to optimality, possibly at the expense of large solution times [1, 14, 21, 22,

31, 32, 38]. Note however that MIO implicitly relies on convex relaxations

as well, and the efficiency of MIO algorithms is highly correlated with the

quality of the relaxation. Most of the aforementioned papers focus on DNNs

with continuous (e.g., ReLU) activation functions, and only the papers of [21,

22] explicitly focus on BNNs. Moreover, existing convex relaxations of DNNs in

general and BNNs in particular are often crude, hampering the performance

of both exact verifiers based on MIO, and of convex optimization-based

methods.

The goal of this paper is to derive improved convex relaxations for BNNs.

We show that the proposed formulations are the best possible when consid-

ering a single neuron, and dominate previously used relaxations significantly

in terms of strength (both theoretically and computationally).

2. Preliminaries

In this section we discuss relevant background for the paper. Specifically,

we review BNNs, and cover existing results in terms of convex relaxations

and MIO formulations for such deep neural networks.

2.1. Notation. Given a number n ∈ Z+, we let [n]
def
= {1, . . . , n}. Given a

vector x ∈ Rn, sign(x) ∈ Bn is the vector resulting from applying the signum

function (1) component-wise. We denote by 1 a vector of all ones (where

the dimension can be inferred by the context).
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2.2. BNNs: Terminology and verification problems. We focus on a bi-

narized neural network with s hidden layers The BNN is a function BNN:

Bm0 → Rms+1 that maps an input y0 ∈ Bm0 to an output xs+1 = BNN(y0) ∈
Rms+1 . In a classification problem, each entry of the output xs+1

i is related

to the likelihood that the input y0 belongs to class i.

Let mk be the number of neurons in layer k ∈ [s], let xk ∈ Rmk be the

pre-activation vector at layer k, let yk ∈ Bmk be the post-activation vector

at layer k (the output of layer k and the input of layer k + 1), and let

W k ∈ Bmk ×Bmk−1 be the weights learned during the procedure of training.

Then the BNN can be described recursively as

xk = W kyk−1, yk = sign(xk) ∀k ∈ [s] (2a)

xs+1 = W s+1ys. (2b)

In general, DNNs are known to be sensitive to malicious attacks, where

small perturbations in the inputs can lead to gross errors [2, 7, 35]. Given

the weights W k ∈ Bmk ×Bmk−1 learned during training, input ξ ∈ Bm0 with

class `, target class j and radius ε > 0, the problem of attacking/verifying

robustness of a BNN consists of finding a perturbed input y0 sufficiently close

to ξ that maximizes the difference between xs+1
j and xs+1

` (i.e., seeks to

incorrectly predict class j), which can be formulated as the optimization

problem

max
xk,yk

xs+1
j − xs+1

` (3a)

s.t. xk = W kyk−1 ∀k ∈ [s] (3b)

yk = sign(xk) ∀k ∈ [s] (3c)

xs+1 = W s+1ys (3d)

‖y0 − ξ‖1 ≤ ε (3e)

xk ∈ Rmk ∀k ∈ [s+ 1] (3f)

y0 ∈ Bm0 (3g)

yk ∈ Bmk ∀k ∈ [s]. (3h)

To formulate (3) as a MIO, the nonconvex constraint (3c) needs to be

linearized, see §2.3.

An alternative to MIO often encountered in the literature is to replace in-

tegrality constraints (3h) with convex bound constraints −1 ≤ yk ≤ 1, and

replace constraints (3c) with constraints of the form σL(xk) ≤ yk ≤ σU (xk),

where σL and σU are convex and concave functions, respectively, such that

σL(xk) ≤ sign(xk) ≤ σU (xk) for all feasible xk. For example, Ehlers [13]
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builds the convex and concave envelope for ReLU units from the triangle in-

equality. For a general activation function, some researchers [42, 39] suggest

using its linear bounds to certify the robustness of DNNs. Mirman et al. [27]

and Gowal et al. [16] construct ranges of objective values via interval bound

propagation. Relaxations obtained by dualizing the verification problem

also appear in the literature [40, 12, 28].

Regardless of the method used to convexify, the ensuing convex relaxation

can then be solved efficiently to obtain an upper bound on the objective

function of (3), which can be used as a certificate of robustness. While most

of the approaches have focused on DNNs with continuous activation functions,

we discuss in §2.4 analogous approaches for BNNs.

2.3. Mixed-integer optimization. In general, DNNs with piecewise linear

activation functions can be readily formulated as mixed-integer linear opti-

mization models [e.g. 14, 20, 32, 38]. Such models require a linearization of

the constraints related to the activation function, y = ρ(x). Typically, most

of the existing methods resort to “big-M” formulations, which are known

to provide a weak linear approximation to the resulting non-convex set and

result in poor performance. In the context of the signum function, letting

λ = 1 iff xki ≥ 0, Icarte et al. [21] use “implication” constraints to model

each constraint (3c) as

(λ = 1) =⇒
(
xki ≥ 0

)
(4a)

(λ = 0) =⇒
(
xki ≤ −1

)
(4b)

λ = (yki + 1)/2 (4c)

λ ∈ {0, 1}. (4d)

As pointed out by the authors, constraints (4) can be reformulated using

big-M constraints (and solvers will automatically do so). In particular, given

bounds L,U > 0 such that −L ≤ xki ≤ U , the big-M reformulation reads

−L(1− λ) ≤ xki ≤ −1 + (U + 1)λ. (5)

Constraints (5) are precisely the constraints used by Khalil et al. [22]. Note

that since xki =
∑mk−1

`=1 W k
i`y

k−1
` where all terms W k

i`, y
k−1
` ∈ B, we find that

L = U = mk−1 are valid bounds.

Formulations with big-M constraints such as (5) perform poorly in prac-

tice, especially if the constants L,U are large. Indeed, Fischetti and Jo [14]

shows that, in the context of ReLU based DNNs, computing tighter big-M

values substantially improves the performance. Finally, in a notable line of

work in the context of ReLU networks, Anderson et al. [1] and Tjandraat-

madja et al. [37] propose improved convex relaxations of the relationship
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yki = max
{

0,
∑mk−1

`=1 W k
i`y

k−1
`

}
when weights W k are fixed and variables

yk−1 are continuous and bounded. In this paper, we perform an analog

analysis with the signum function.

2.4. Verification of DNNs via convex optimization. In order to obtain

functions σL and σU such that σL(xk) ≤ sign(xk) ≤ σU (xk), necessary

to derive a convex relaxation of (3), we study the graph of the univariate

signum function

Spre := {(t, x) ∈ B× Z : t = sign(x), −L ≤ x ≤ U} .

We assume that L < 0 ≤ U as otherwise t is fixed to ±1. The convex hull

of of Spre can be easily obtained by dropping the integrality constraint from

the big-M formulation given by constraints (5) and (4c)-(4d), and projecting

out λ. We state without proof the ensuing formulation, see Figure 1 for an

illustration

Proposition 1. The convex hull of Spre is

conv(Spre) =

{
(t, x) : max

{
2

U + 1
x− U − 1

U + 1
,−1

}
≤ t ≤ min

{
2

L
x+ 1, 1

}
,

− L ≤ x ≤ U
}
.

-1

1

Figure 1. Set Spre and conv(Spre) for L = U = 2. Spre is

represented by solid points and conv(Spre) is represented by

shaded region.

Functions σL(xki ) = max
{

2
U+1x

k
i − U−1

U+1 ,−1
}

and σU (xki ) = min
{

2
Lx

k
i + 1, 1

}
are the convex and concave envelopes of the univariate sign function, respec-

tively, and result in the “optimal convex relaxation” as stated in [30] –note

that the relaxation in Proposition 1 is similar to the optimal relaxation of

the step function in [30].

Applying conv(Spre) to each neuron, we obtain a tractable, but crude,

convex relaxation of BNN. Indeed, even optimal relaxations are insufficient

to consistently verify robustness of DNNs [30].
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2.5. Contributions. In the remainder of the paper, we show how to derive

stronger relaxations of the single-neuron activation functions, by exploiting

the fact that xki =
∑mk−1

`=1 W k
i`y

k−1
` . In particular, we study

S :=

{
(t, y) ∈ B× Bn : t = sign

(
n∑

i=1

yi

)}
. (6)

and provide a complete characterization of its convex hull. Figure 2 illus-

trates how the proposed formulations improve upon the one in Proposition 1

in an example with n = 2.

Figure 2. Comparison between relaxations of a single BNN

neuron with two inputs S := {(y1, y2, x) ∈ B3 : x =

sign(y1 + y2)}. (Left) relaxation obtained using big-M ;

(Right) conv(S). Solid points correspond to set S. Small

circles are remaining vertices of big-M polytope.

3. Convex hull description of the signum function

In this section we derive convexifications to handle signum activation

functions. Specifically, we study the graph of the signum function defined

by set S in (6). Note that the more general set with t = sign(
∑n

i=1wiyi),

where w ∈ {−1, 1}n can be put in the form of set S, simply by using the

substitution ȳi = −yi whenever wi = −1.

Note that if n is even then either
∑n

i=1 yi ≥ 0 or
∑n

i=1 yi ≤ −2, whereas if

n is odd then either
∑n

i=1 yi ≥ 1 or
∑n

i=1 yi ≤ −1. We assume in the sequel

that n is even, unless stated otherwise.

A direct application of the big-M formulation discussed in §2.3, where

L = U = n, yields the constraints

−n(1− λ) ≤
n∑

i=1

yi ≤ −2 + (n+ 2)λ, λ = (t+ 1)/2,
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where we strengthen the upper bound on
∑n

i=1 yi using the fact that n is

even. Substituting out variable λ, we obtain the equivalent formulation

n

2
(t− 1) ≤

n∑
i=1

yi ≤ −2 + (n+ 2)
t+ 1

2
, (7)

or, equivalently,

2

n+ 2

(
n∑

i=1

yi −
n

2
+ 1

)
≤ t ≤ 2

n

n∑
i=1

yi + 1.

Inequalities (7) alone are a poor approximation of S. In this section, we

derive an explicit description of the convex hull of S. In particular, we show

that while conv(S) requires an exponential number of linear inequalities to

describe, it admits a compact description given by bound constraints and

two piecewise linear inequalities, as stated in Theorem 1 below.

Theorem 1. If n is even, then the convex hull of S is given by

conv(S) =

{
(t, y) ∈ [−1, 1]n+1 :

n

2
(t− 1) ≤

n∑
i=1

min{yi, t},

n∑
i=1

max{yi, t} ≤ −2 + (n+ 2)
t+ 1

2

}
.

In the Appendix we provide an analogous result for n odd.

Note that inequalities

n

2
(t− 1) ≤

n∑
i=1

min{yi, t} (8)

can be easily verified to be valid for S: On the one hand, if t = 1, min{yi, t} =

yi and (8) reduces to the first inequality in (7). On the other hand, if t = −1,

both sides of (8) are equal to −n. Note that in the later case, (8) holds at

equality, whereas the first inequality (7) does not (unless y1 = −1 for all

i = 1, . . . , n) –showcasing that (8) is indeed much stronger. The validity of

inequality
n∑

i=1

max{yi, t} ≤ −2 + (n+ 2)
t+ 1

2
(9)

can be verified identically.

In the remainder of this section we prove Theorem 1 and discuss its im-

plications.
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3.1. Description in an extended formulation. We first derive a descrip-

tion of the convex hull of S in a lifted space using disjunctive programming

[3, 4, 5, 9, 19]. Disjunctive programming is a general purpose method to

obtain sharp formulations of disjunctive sets, which requires creating a copy

of each variable for each disjunction. Since S is the disjunction of two sets,

disjunctive programming yields relatively compact formulations.

Specifically, set S can be written as the disjunction S = S+ ∪ S−, where

S+ :=

{
(t+, y+) ∈ R× Bn : t+ = 1,

n∑
i=1

y+
i ≥ 0

}
,

S− :=

{
(t−, y−) ∈ R× Bn : t− = −1,

n∑
i=1

y−i ≤ −2

}
.

Introducing additional variables y+, y− ∈ Rn and λ ∈ [0, 1], define the poly-

tope

Z =

{
(t, y, y+, y−, λ) ∈ R3n+1 × [0, 1] : t = 2λ− 1, y = y+ + y−,

n∑
i=1

y+
i ≥ 0,

− λ1 ≤ y+ ≤ λ1,
n∑

i=1

y−i ≤ −2(1− λ), −(1− λ)1 ≤ y− ≤ (1− λ)1

}
.

Proposition 2. The convex hull of S corresponds to the projection of Z,

conv(S) = projt,y(Z).

Proof. Since the constraints in S+ and S− are totally unimodular, we find

that

conv(S+) =

{
(1, y+) ∈ R× [−1, 1]n :

n∑
i=1

y+
i ≥ 0

}
, and

conv(S−) =

{
(−1, y−) ∈ R× [−1, 1]n :

n∑
i=1

y−i ≤ −2

}
.

Therefore, it follows from [3, Theorem 3.3] that (t, y) ∈ conv(S) iff there

exists (t+, y+) ∈ Rn+1, (t−, y−) ∈ Rn+1 and λ+, λ− ∈ R+ such that

t = t+ + t−, y = y+ + y−, λ+ + λ− = 1

t+ = λ+,
n∑

i=1

y+
i ≥ 0, −λ+1 ≤ y+ ≤ λ+1

t− = −λ−,
n∑

i=1

y−i ≤ −2λ−, −λ−1 ≤ y− ≤ λ−1.
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Letting λ
def
= λ+ = 1 − λ− and substituting out t+ = λ and t− = −(1− λ),

we obtain set Z. �

3.2. Description in the original space of variables via piecewise lin-

ear inequalities. We now derive the description of conv(S) in the original

space of variables, by projecting out the additional variables in Z.

Proof of Theorem 1. According to Proposition 2, (t, y) ∈ conv(S) if and only

if the following inequalities hold (after substituting out variable y− = y−y+):

t = 2λ− 1, 0 ≤ λ ≤ 1, (10a)

− λ1 ≤ y+ ≤ λ1, −(1− λ)1 ≤ y − y+ ≤ (1− λ)1, (10b)

n∑
i=1

y+
i ≥ 0,

n∑
i=1

y+
i ≥

n∑
i=1

yi + 2(1− λ). (10c)

Notice that (10b) is equivalent to

max{−λ, yi − 1 + λ} ≤ y+
i ≤ min{λ, yi + 1− λ}, ∀i ∈ [n].

Hence, we can eliminate variable y+ using Fourier-Motzkin Elimination and

obtain

t = 2λ− 1, 0 ≤ λ ≤ 1, (11a)

max{−λ, yi − 1 + λ} ≤ min{λ, yi + 1− λ}, ∀i (11b)

n∑
i=1

min{λ, yi + 1− λ} ≥ 0, (11c)

n∑
i=1

min{λ, yi + 1− λ} ≥
n∑

i=1

yi + 2(1− λ). (11d)

Constraint (11b) is equivalent to −1 ≤ y ≤ 1. Adding n(λ−1) to both sides

of (11c), we deduce that n(λ− 1) ≤
∑n

i=1 min{2λ− 1, yi}, which is exactly

the inequality (8) since t = 2λ− 1. Inequality (11d) amounts to

0 ≥
n∑

i=1

(
yi −min{λ, yi + 1− λ}

)
+ 2(1− λ)

⇐⇒ 0 ≥
n∑

i=1

(
max{yi, 2λ− 1} − λ

)
+ 2(1− λ)

⇐⇒ (n+ 2)λ− 2 ≥
n∑

i=1

max{yi, 2λ− 1},

which is equivalent to (9) since λ = (t+ 1)/2. �
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3.3. Polyhedral analysis. As an immediate consequence of Theorem 1, it

follows that conv(S) can be described by bound constraints and the expo-

nential set of linear inequalities
n

2
(t− 1) ≤

∑
i∈I

yi + (n− |I|)t ∀I ⊆ [n] (12a)

∑
i∈I

yi + (n− |I|)t ≤ −2 + (n+ 2)
t+ 1

2
∀I ⊆ [n]. (12b)

In this section we first briefly discuss the separation problem for (12). Then,

we show that inequalities (12) are necessary to describe conv(S) only when

the cardinality of set I is sufficiently large.

Separation problem. Consider now the separation problem, this is: given a

point (t, y), find an inequality (12) violated by this point or prove that no

such inequality exists. From Theorem 1, we see that the separation can

be solved in closed form. Indeed, a set I≤ resulting in a most violated

inequality (12a) is I≤ = {i ∈ [n] : yi ≤ t}, whereas a solution to (12b) is

I≥ = {i ∈ [n] : yi ≥ t}.
Minimal representation of conv(S). We first show that inequalities (12)

corresponding to sets I of small cardinality are not necessary to describe

conv(S).

Lemma 1. (1) Inequalities (12a) are redundant when |I| ≤ n/2, and

(2) inequalities (12b) are redundant when |I| ≤ n/2− 1.

Proof. (1) If |I| ≤ n/2, then∑
i∈I

yi + (n− |I|)t ≥ nt− |I|(t+ 1) ≥ nt− n

2
(t+ 1) =

n

2
(t− 1),

where the first inequality holds since yi ≥ −1, and the second in-

equality holds since t + 1 ≥ 0 and I ≤ n/2. Thus we find that

constraint (12a) is implied by constraints y ≥ −1 and t ≥ −1.

(2) If |I| ≤ n/2− 1, then∑
i∈I

yi + (n− |I|)t ≤ nt+ |I|(1− t) ≤ nt+

(
n− 2

2

)
(1− t)

= −2 + (n+ 2)
t+ 1

2
,

where the first inequality holds since yi ≤ 1, and the second inequal-

ity holds since 1 ≥ t. Thus we find that constraint (12b) is implied

by constraints y ≤ 1 and t ≤ 1.

�

Next, we show that the remaining inequalities are indeed required to

describe conv(S).
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Lemma 2. If n > 2, inequalities (12a) with |I| ≥ n/2 + 1 and inequalities

(12b) with |I| ≥ n/2 are necessary to describe conv(S).

Proof. We first prove the result for inequalities (12b). In particular, given

any set I0 with |I0| ≥ n/2, we show how to construct a point (t̂, ŷ) that

violates the inequality∑
i∈I0

yi + (n− |I0|)t ≤ −2 + (n+ 2)
t+ 1

2

⇐⇒
∑
i∈I0

yi + 1− n/2 ≤ (|I0|+ 1− n/2) t, (13)

but satisfies bound constraints and also satisfies every other inequality (12a)-

(12b). Thus, it follows that (13) is indeed not redundant in the description

of conv(S), and is therefore facet-defining.

Let

t̂ = 0, ŷi = −ε ∀i 6∈ I0, ŷi = c :=
n/2− 1

|I0|
+

ε

|I0|
∀i ∈ I0,

where ε is any number such that 0 < ε < min
{

1
2 ,

n/2−1
|I0|

}
. Note that since

we assume n > 2, such ε exists, and satisfies ε < c. We now verify that:

• (t̂, ŷ) satisfies bound constraints. Indeed, t̂ = 0, −1/2 < ŷi < 0 for

i 6∈ I0 and 0 < ŷi <
n−2
|I0| < 1 for i ∈ I0.

• (t̂, ŷ) satisfies constraints (12a). Indeed,∑
i∈I

ŷi + (n− |I|)t̂ ≥ −
∑
i 6∈I0

ŷi ≥ −nε > −n/2 =
n

2
(t̂− 1).

• (t̂, ŷ) satisfies constraints (12a) whenever I 6= I0. Indeed,

∑
i∈I

ŷi + (n− |I|)t̂ =
∑
i∈I0

ŷi −
∑

i∈I0\I

ŷi +
∑

i∈I\I0

ŷi

= n/2− 1 + ε− |I0 \ I|c− |I \ I0|ε
≤ n/2− 1 + (1− |I0 \ I| − |I \ I0|) ε (ε ≤ c)
≤ n/2− 1 (I 6= I0 and ε ≥ 0)

= −2 + (n+ 2)
t̂+ 1

2
.

• (t̂, ŷ) does not satisfy (13), since
∑

i∈I0 ŷi + 1− n/2 = ε > 0.

In order to prove the necessity of (12a) defined by a fixed I0 with |I0| ≥
n/2 + 1, we can similarly construct a certificate as

t̂ = 0, ŷi = ε ∀i 6∈ I0, ŷi = −n/2 + ε

|I0|
∀i ∈ I0,
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where 0 < ε < n−1
2n . Since the steps of verification are analogous, details are

omitted. �

Thus, from Lemmas 1 and 2, we obtain the following representation of

conv(S).

Proposition 3. If n > 2, then a minimal polyhedral representation of

conv(S) is given by bounds constraints and inequalities

t ≤
∑

i∈I yi + n/2

|I| − n/2
∀I : |I| ≥ n/2 + 1

t ≥
∑

i∈I yi − n/2 + 1

|I| − n/2 + 1
∀I : |I| ≥ n/2.

3.4. On the convex and concave envelopes of the sign function.

From the analysis in §3.3, we can recover the convex and concave envelopes

of the sign function f(y) = sign (
∑n

i=1 yi).

Corollary 1. Given y ∈ [−1, 1]n, index variables so that y1 ≤ y2 ≤ · · · ≤ yn.

The concave envelope of the function f(y) = sign(
∑n

i=1 yi) is

f̄(y) = min

{
1, min

k≥n/2+1

∑k
i=1 yi + n/2

k − n/2

}
,

and its convex envelope is

f(y) = max

{
−1, max

k≥n/2

∑n
i=n+1−k yi − n/2 + 1

k − n/2 + 1

}
.

Functionsf̄ and f provide a better approximation of the sign function

than the functions σU and σL given in §2.4, as the next example shows.

Example 1. Suppose that y1 = · · · = yn/2 = −1 and yn/2+1 = · · · = yn = 1.

Then f(y) = sign(
∑n

i=1 yi) = 1, f̄(y) = f(y) = σU (
∑n

i=1 yi) = 1, but

σL (
∑n

i=1 yi) = −U−1
U+1 ≤ 0 whenever U > 0. In particular, if U = n and

n is large, then σL fails to provide an informative lower bound, whereas f

provides an exact lower bound in this case.

4. Computational experiments

In this section, we report on computational experiments in verification

problems of BNNs trained on the MNIST dataset. All optimization instances

are conducted using Gurobi v9.0 on a laptop with a 2.30GHz Intel® Core�

i9-9880H CPU and 64 GB main memory.
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Computational setup. Our experiment is devoted to basic binarized fully

connected neural networks. The BNN is trained on the commonly used

MNIST dataset [24] which consists of black and white images of handwrit-

ten digits. The resulting BNN is trained to map a data point y0 ∈ B764 to

xs = R10, and each xsi represents a unnormalized logit corresponding to one

digit from 0 to 9. If xs` ≥ xsi for all i ∈ [10], then x0 is predicted to be digit

i − 1. We adopt the method proposed by Hubara et al. [18] to train the

BNNs. We consider BNNs with one hidden layer (s = 2) and mk = 128, and

with two hidden layers (s = 3) and mk = 64 (which have a similar accuracy

of 85%). We verify robustness where 1 ≤ ε ≤ 5 in (3e), where ε is the maxi-

mum number of digits that can be altered. Extended computational results

with additional values of s and mk are reported in Appendix A.2.

After training, for each combination of parameters, five instances are

generated by first uniformly sampling a data point x̄0 from the MNIST

dataset and then randomly choosing a target ` ∈ [10]. We verify whether

the BNN is robust or not by solving two convex relaxations of (3): the natural

relaxation discussed in §2.4, corresponding to the natural linear optimization

relaxation of the MIO formulation in §2.3 (henceforth referred to as nat), or

the strong relaxation in Proposition 3 (henceforth referred to as hull), where

in both case binary constraints (3g)-(3h) are relaxed to bound constraints.

Both relaxations are solved in seconds.

Results. Figure 3 depicts the upper bounds on the optimal objective value

of (3) obtained by solving the nat and hull relaxations, respectively. We

see that the upper bounds of the nat relaxation are overall poor, resulting

in large values for all combinations of ε, s and mk. Moreover, in all cases,

the nat relaxation is unable to certify that the BNN is robust against attacks,

since it always results in objectives larger than 0. In contrast, the proposed

hull relaxation yields much better upper bounds, especially for low values

of ε and s. In particular, it is sufficient to certify (on average) that the

output of the BNN cannot be altered for s = 2 and ε ≤ 2, and produces

similar certificates (occasionally) for s = 2 and ε ≤ 4, or s = 3 and ε = 1.

The magnitude of the improvements in verification problems decreases as

the number of hidden layers and number of digits increase, and in cases

with s = 3 and ε = 5 there is no improvement.
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(a) s = 2, mk = 128 (b) s = 3, mk = 64

Figure 3. Upper bounds on the difference between pre-

dicted and target label using the nat relaxation (red) and the

hull relaxation (blue), as a function of the number of per-

turbed digits ε. The BNN is guaranteed to be robust whenever

the objective value of the relaxation is less or equal than 0.
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Appendix A. Appendix

A.1. Convex hull of S when n is odd. Using the same disjunctive pro-

gramming method as in §3, it is possible to derive the convex hull of S when

n is an odd number in a symmetric way. Next we provide an alternate way

to achieve this based on Theorem 1.

Corollary 2. If n is an odd number, the convex hull of S is given by

conv(S) =

{
(t, y) ∈ [−1, 1]n+1 :

n+ 1

2
t− n− 1

2
≤

n∑
i=1

min{yi, t},

n∑
i=1

max{yi, t} ≤
n+ 1

2
t+

n− 1

2

}
.

Proof. For clarification, we add a subscript to set S and use Sn to indi-

cate the dimension. Note that if n is an odd number, given y ∈ Bn,

t = sign(
∑n

i=1 yi) if and only if t = sign(
∑n

i=1 yi − 1). Namely, Sn =

projt,y (Sn+1 ∩ {(t, y, yn+1) : yn+1 = −1}). Because yn+1 ≥ −1 is a valid

inequality for Sn+1, we deduce that

conv(Sn) = projt,y (conv(Sn+1 ∩ {(t, y, yn+1) : yn+1 = −1}))
= projt,y (conv(Sn+1) ∩ {(t, y, yn+1) : yn+1 = −1}) ,

where conv(Sn+1) is given by Theorem 1. The conclusion follows by replac-

ing n with n+ 1 and substituting out yn+1 = −1 in Theorem 1. �

A.2. Extended computational results. In this section, we show more

experimental results in Table 1. In each row, we report the average perfor-

mance of each formulation over five instances

From the table, we can see that Conv relaxation outperforms Nat in terms

of upper bound. In particular, when the values of s and ε are small, the

root improvement is more prominent. The improvement is less prominent

for large values of s.
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Table 1. Robustness of BNN for different values of s, mk

and ε. Each row represents the average over 5 instances corre-

sponding to the same trained BNN, but different combinations

of datapoint/target label.

mk ε
s = 2 s = 3

nat hull nat hull

32 1 23.67 -6.97 25.20 3.70

32 2 27.26 -5.76 25.20 12.11

32 3 27.31 -2.39 25.20 17.75

32 4 27.35 0.51 25.20 19.97

32 5 23.82 5.50 25.20 24.03

64 1 50.35 -20.65 29.20 9.81

64 2 54.07 0.25 29.20 19.01

64 3 54.14 6.77 29.20 22.06

64 4 54.22 12.50 29.20 27.45

64 5 50.68 2.17 33.60 33.60

128 1 80.48 -17.88 52.80 38.79

128 2 82.04 -1.29 52.80 52.80

128 3 82.15 9.76 52.80 52.80

128 4 82.25 18.28 52.80 52.80

128 5 80.93 19.09 52.80 52.80


	1. Introduction
	2. Preliminaries
	2.1. Notation
	2.2. BNNs: Terminology and verification problems
	2.3. Mixed-integer optimization
	2.4. Verification of DNNs via convex optimization
	2.5. Contributions.

	3. Convex hull description of the signum function
	3.1. Description in an extended formulation
	3.2. Description in the original space of variables via piecewise linear inequalities
	3.3. Polyhedral analysis
	3.4. On the convex and concave envelopes of the sign function

	4. Computational experiments
	5. Acknowledgments
	References
	Appendix A. Appendix
	A.1. Convex hull of bold0mu mumu SSapalikeSSSS when bold0mu mumu nnapalikennnn is odd
	A.2. Extended computational results


