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Abstract

The interdiction defense (ID) problem solves a defender-attacker-defender model where
the defender and attacker share the same set of components to harden and target. We
build upon the best response intersection (BRI) algorithm by developing the BRI with
suboptimal solutions (BRI-SS) algorithm to solve the ID problem. The BRI-SS algo-
rithm utilizes off-the-shelf optimization solvers that may return suboptimal solutions at
no additional computation cost. We derive novel cuts from suboptimal solutions, gen-
erally reducing the number of iterations required for the algorithm to converge while
maintaining optimality guarantees. We also present a heuristic that utilizes all obtained
suboptimal solutions to select the next defense to evaluate at each iteration of the al-
gorithm. We perform computational experiments applied to power grid interdiction on
standard test cases. Our results demonstrate that the BRI-SS algorithm consistently
outperforms the BRI algorithm across all test cases.
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1. Introduction

The interdiction defense (ID) problem solves a defender-attacker-defender (DAD)
model where the defender hardens and the attacker targets the same set of components.
This three-stage model proceeds sequentially: first the defender hardens components to
improve resilience, thereafter the attacker targets unprotected components in order to
maximize disruption, and finally the defender attempts to stabilize the system by solving
a recourse problem. Note the ID problem is formulated comparably to the interdiction
problem with fortification [1], but with the added assumption that the defender and
attacker share the same set of assets. Applications of interdiction and fortification for-
mulations to critical infrastructure, such as roads, communication systems, and power
grids, are discussed in [2].

Descriptions for exact algorithms to solve DAD problems such as Benders decomposi-
tion method can be found in [3]. Another common approach is the column-and-constraint
generation (CCG) method, which has been widely implemented in a variety of DAD con-
texts [4]. The Best Response Intersection (BRI) algorithm solves the ID problem by
implicitly enumerating all feasible defenses [5]. For every defense considered, a subprob-
lem is solved to determine the attacker’s best response, and a valid inequality is generated.
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Computational studies show that the BRI algorithm can perform an order of magnitude
faster than comparable CCG algorithms [5]. The BRI algorithm demonstrates improved
scalability as it only adds one constraint per iteration while CCG algorithms must dupli-
cate the constraints of the entire recourse problem at each iteration.

In this work, we build upon the BRI algorithm by utilizing suboptimal solutions
obtained from off-the-shelf mixed integer program (MIP) solvers. We modify the BRI al-
gorithm to include novel cuts derived from suboptimal solutions while maintaining global
optimality and finite convergence guarantees. We also present an additional heuristic
that selects the next defense to evaluate at each iteration of the algorithm, which we
find improves scalability in practice. Although previous work explores using suboptimal
solutions in inexact algorithms [6], no algorithms utilize our specific approach to solve
DAD problems, to the best of our knowledge. Our contributions are as follows:

1. We develop the best response intersection with suboptimal solutions (BRI-SS) al-
gorithm, which utilizes suboptimal solutions to improve scalability compared to [5]
while maintaining global optimality and finite convergence guarantees.

2. We demonstrate the computational improvements of the BRI-SS algorithm by show-
ing that it consistently outperforms the BRI algorithm by achieving runtimes up
to 4 times faster on power grid interdiction test cases.

2. Problem Formulation and Algorithm

2.1. Problem Formulation

Let T denote the set of shared components in an interconnected system that a defender
can harden and an attacker can destroy. The feasible sets of defenses and attacks are
denoted as DF ⊆ 2|T | and AF ⊆ 2|T |, respectively. Let C(A,D) denote the cost incurred
by the system if attack A is performed after defense D is implemented. The attacker’s
best response (ABR) problem maximizes the cost function given a fixed defense D and
is defined as

ABR(D) := argmax
A∈AF

C(A,D). (1)

While the defender wishes to minimize the cost function, the attacker seeks to maximize
the cost function. The interdiction defense problem (ID) is given by

ID(AF,DF, C) := min
D∈DF

max
A∈AF

C(A,D) = min
D∈DF

C(ABR(D), D). (2)

The Best Response Intersection (BRI) algorithm from [5] relies on two conditions to
solve the ID problem. Condition 1 establishes that given a defense D, the original cost
function can be equivalently expressed as a new cost function that is defined over the
restricted feasible set of attacks.

Condition 1. The function C : AF×DF → R can be represented by an equivalent function
C̃ : 2T → R where for any attack A ∈ AF and defense D ∈ DF, C(A,D) = C̃(A \D).

Condition 2 asserts that for any given attack that intersects with the defense, there exists
an alternative attack that does not intersect with the defense and has an equal cost.

Condition 2. For any A ∈ AF and D ∈ DF such that |A ∩ D| ≥ 1, there exists an
A′ ∈ AF such that A′ ∩D = ∅ and C(A,D) = C(A′, D).
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The BRI algorithm improves on an exhaustive search for all feasible defenses of the
ID problem by introducing two constraints on the set of feasible defenses at each iteration
of the algorithm. Let u represent a lower bound to the ID problem, given some A∗. Then
for any defense to improve,

C(A∗, D) < u. (3)

Let AE be the set of evaluated attacker’s best responses. Then to ensure a reduction in
cost, every subsequent defense must intersect A ∈ AE. This motivates the intersection
constraint:

|D ∩ A| ≥ 1 ∀A ∈ AE. (4)

2.2. Best Response Intersection with Suboptimal Solutions

Extending upon the BRI solution approach, we present the best response inter-
section with suboptimal solutions (BRI-SS) algorithm in Algorithm 1. The modifi-
cation is motivated by ABR problems with a MIP structure. While the BRI algo-
rithm utilizes the optimal solution A0 := ABR(D) to generate constraint (4), off-the-
shelf MIP solvers may obtain sub-optimal solutions with no additional computational
cost. Let J denote the user-supplied parameter specifying the maximum number of sub-
optimal solutions to store. The BRI-SS algorithm modifies the BRI algorithm by solving
ABR(D) to obtain additional suboptimal solutions, A1, ..., Aj, where j ≤ J . With-
out loss of generality, we assume the solutions are sorted in decreasing cost such that
C(A0, D) ≥ C(A1, D) ≥ ... ≥ C(Aj, D). Note that the costs observed are all for the same
defense D, as D does not intersect with any A0, ..., Aj. Let H be the sequence of indices
that sorts all observed attacks in descending order of cost. For each iteration, we store
A0 in the set of evaluated attacker’s best responses AE and store all solutions A0, ..., Aj

in the history of all observed attacks AH . For any attack Ah in the history, let Dh be
the defense considered that produced Ah, and let C(Ah, Dh) represent the corresponding
cost observed. Given AH , we introduce an additional constraint that any new feasible
defense must satisfy,

|D ∩ A| ≥ 1 ∀Ah ∈ Au
H . (5)

Where Au
H = {Ah | Ah ∈ AH , C(Ah, Dh) ≥ u}. This constraint represents an important

set of suboptimal solutions that must be intersected by the defender.
Algorithm 1 returns a globally optimal solution if run to completion, as we prove

in Theorem 1. If terminated early, the best defense D∗ and best response A∗ provide
a lower bound u. Since the modified BRI-SS algorithm ensures that, at each iteration,
the attacker’s best response A0 is distinct from AE, the algorithm terminates in a finite
number of iterations. The proof follows from [5].
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Algorithm 1 Best Response Intersection with Suboptimal Solutions (BRI-SS)

Require: Feasible set DF, cost function C(·), attacker’s best response oracle ABR(·),
max number of suboptimal solutions collected J

Ensure: Optimal min-max defense D∗, min-max cost u
1: Initialize best defense D∗ ← ∅, best response A∗ ← ∅, best cost u ← ∞, evaluated

defenses DE ← ∅, evaluated attacker’s best responses AE ← ∅, history of all attack
solutions AH ← ∅

2: for D ∈ DF such that C(A∗, D) < u, |D \D′| ≥ 1 ∀D′ ∈ DE, |D ∩A| ≥ 1 ∀A ∈ AE,
|D ∩ Ah| ≥ 1 ∀Ah ∈ Au

H do
3: Solve ABR(D) such that A ∩ D = ∅ to generate the optimal attack A0 and

suboptimal solutions A1, ..., Aj

4: if C(A0, D) < u then
5: Update best defense D∗ ← D, best response A∗ ← A0, best cost u ←

C(A0, D)
6: end if
7: Update evaluated defenses DE ← DE∪{D}, evaluated attacks AE ← AE∪{A0},

history of attacks AH ← AH ∪
(⋃j

i=0{Ai}
)

8: end for

Theorem 1. The BRI-SS algorithm returns an optimal solution to any interdiction de-
fense problem ID(AF,DF, C) that satisfies Condition 1 and Condition 2.

Proof: Suppose that the BRI-SS algorithm terminates with an optimal solution
c∗ = C(A∗, D∗). For the sake of contradiction, suppose c∗ is not the optimal cost. Then

there must be some feasible defense D̃ and attacker’s best response Ã := ABR(D̃) such

that c̃ = C(Ã, D̃) < c∗. The algorithm evaluates all defenses that satisfy the conditions

in line 2 of Algorithm 1, so D̃ must fail to satisfy constraints (3), (4), or (5). If D̃ does
not satisfy constraints (3) or (4), a contradiction follows the proof given in [5].

Lastly, consider the case that D̃ does not satisfy constraint (5). In this case, there

exists some Ah ∈ AH where C(Ah, Dh) ≥ u and |D̃∩Ah| = 0. Let Dh be the defense that
generated Ah in line 3 of Algorithm 1 such that Ah was a suboptimal solution. Since c∗

is the lowest cost observed during the entire BRI-SS algorithm execution,

c∗ ≤ u ≤ C(Ah, Dh). (6)

By Condition 2 and line 3 of the algorithm, |Dh ∩ Ah| = 0. Likewise, |D̃ ∩ Ah| = 0 by
supposition. Since both defenses are disjoint with Ah, by Condition 1,

C(Ah, Dh) = C(Ah, D̃). (7)

By the definition of the ABR problem,

C(Ah, D̃) ≤ C(Ã, D̃) = c̃. (8)

Combining (6), (7), and (8) altogether we have,

c∗ ≤ C(Ah, Dh) = C(Ah, D̃) ≤ C(Ã, D̃) = c̃. (9)

Since we assumed c∗ > c̃, this leads to a contradiction. □
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2.3. A Suboptimal Solution Heuristic for Selecting New Defenses

Algorithm 1 iterates until there is no improving, feasible defense. In practice however,
choosing which defense to examine next can greatly affect the number of iterations the
algorithm takes to converge. We introduce the suboptimal-solutions new-defense MIP
(SS-NDMIP) in equations (10a) - (10i) to identify the next feasible defense, D ∈ DF, for
line 2 of Algorithm 1. The SS-NDMIP seeks to maximally intersect attacks from AH ,
prioritized by cost, while maintaining feasibility. We introduce the variable bh ∈ {0, 1}|H|,
where bh = 1 if defense D intersects with attack Ah ∈ AH , and bh = 0 otherwise.

(SS-NDMIP) max
bh,D

∑
h∈H

bh (10a)

|D ∩ Ah| ≥ bh, ∀h ∈ H, (10b)

bh ≥ bh+1, ∀h ∈ H, (10c)

C(A∗, D) ≤ u, (10d)

|D\D′| ≥ 1, ∀D′ ∈ DE, (10e)

|D ∩ A| ≥ 1, ∀A ∈ AE, (10f)

|D ∩ Ah| ≥ 1, ∀Ah ∈ Au
H , (10g)

bh ∈ {0, 1}, ∀h ∈ H, (10h)

D ∈ Df . (10i)

Intuitively, selecting a new defense that protects against as many substantive attacks
from AH , even if they are suboptimal, results in more information for the defender.
Therefore the objective (10a) is to maximize the number of attacks defended from the
history of all attacks. Constraint (10b) asserts that bh = 1 only if the defense intersects
attack Ah. Since the attack history is sorted by cost, constraint (10c) ensures the defense
prioritizes more costly attacks before less costly ones. Constraints (10d) - (10g) are the
conditions from line 2 of Algorithm 1.

3. Computational Studies on Power Grid Interdiction

3.1. Experimental Setup

We present computational results of the BRI-SS algorithm outlined in Algorithm 1
using the SS-NDMIP detailed in equations (10a) - (10i) to generate new defenses com-
pared to the BRI algorithm with the attacker-chasing objective detailed in [5]. Note
we initialize both algorithms with D = ∅ for the first iteration. We use the parame-
ters (attacker budget) k and (defender budget) h to define the feasible budgeted sets as
AF := {A : A ∈ 2|T |, |A| ≤ k} and DF := {D : D ∈ 2|T |, |D| ≤ h}. Since computa-
tional studies show the BRI algorithm can perform an order of magnitude faster than
comparable CCG algorithms, it is sufficient to compare the BRI-SS algorithm to the BRI
algorithm [5]. We solved the ID problem with application to power grid interdiction.
We implemented the direct-current optimal power flow (DC-OPF) formulation with load
shedding for the cost function and the corresponding attacker-defender formulation with
branch interdiction (where the attacker may only target edges) from [7]. For big-M values
in the ABR implementation, we used Mµl = 20 and Mηl = 4. The ID problem was solved
for attacker and defender budgets k = h ∈ {0, 2, 4, 6, 8, 10} for three test systems: the
Reliability Test System Grid Modernization Lab Consortium (RTS-GMLC) [8], and the
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Table 1: Gurobi solver settings for the ABR and SS-NDMIP subroutines.
Setting Presolve MipFocus Heuristics MIPGAP Cuts PoolSolutions PoolSearchMode
ABR 2 3 0.5 - 3 50 0
SS-NDMIP - 1 0.5 0.9 - - -

IEEE 118-bus and IEEE 300-bus cases from the PGLib v23 repository [9]. All instances
were run for 10 different random seed numbers, unless otherwise stated, to obtain the
average runtime and standard deviation.

Algorithms were implemented in Python 3.9.12 with Pyomo 6.8.2 [10] and solved with
Gurobi 12.0.0 [11]. Gurobi settings to solve the ABR problem and SS-NDMIP are shown
in Table 1. Note the MIPGAP may be set to 1, but since SS-NDMIP is a heuristic, a
feasible solution is sufficient. Computational results presented were run on a compute
node with the Intel(R) Xeon(R) Gold 6140 CPU, 2.30GHz processor, 36 cores, and 187
GB of memory. For all experiments, we validated that the BRI and BRI-SS algorithms’
objective values were the same within solver tolerances of 10−3. All test cases were solved
to optimality.

3.2. Experimental Results

The efficiency of the BRI-SS algorithm compared to the BRI algorithm is shown in
Tables 2-4. For both algorithms, the runtime increases rapidly with k and h. However,
the BRI-SS algorithm demonstrates improved scalability compared to the BRI algorithm
as k and h increase for all test cases. Although the BRI-SS algorithm tends to require
more computation time per iteration, this additional overhead is offset by the fact that
it converges in fewer iterations. For smaller budgets k = h = 2, the BRI-SS algorithm
is on average .57 to .70 times slower compared to the BRI algorithm. This is because
both algorithms converge in relatively few iterations, but the SS-NDMIP incurs a longer
overhead per iteration. The additional computation cost is warranted for k = h = 4 and
larger values though, as the BRI-SS algorithm begins to outperform the BRI algorithm
by 1.07 to 1.95 times on average for all test cases. For the largest budgets of k = h =
10, the BRI-SS algorithm reduces runtime by a factor of 3.3 to 4.31 times compared to
the BRI algorithm for all test cases. We believe that the improved scalability is due
to the additional information from suboptimal solutions incorporated in the SS-NDMIP
formulation, resulting in fewer iteration to converge.

We observe that the BRI and BRI-SS algorithms exhibit increasing runtime variance
as k and h grow. This behavior is likely due to the non-deterministic nature of the Gurobi
solver when solving MIPs. We conclude that the observed standard deviations are not
large enough to affect the comparison of mean runtimes.

4. Future Research

In the future, we believe a machine learning approach such as in [12] could be used to
build the attacker history in the BRI-SS algorithm. This machine learning approach could
quickly find disruptive attacks, without sacrificing the theoretical guarantees provided by
the BRI framework. Further the efficiency of the BRI-SS algorithm could be improved
with heuristics to select the initial defense evaluated or with methods to improve the
SS-NDMIP average runtime per iteration.
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Table 2: Mean runtime and number of iterations to converge (± standard deviation) for the RTS-GMLC
test case.

k , h BRI BRI-SS BRI/BRI-SS

Time (s) Iterations Time/Iter Time (s) Iterations Time/Iter Ratio Time Ratio Iter

0,0 0.11 ± 0.09 1.00 ± 0.00 0.11 0.12 ± 0.00 1.00 ± 0.00 0.12 0.92 1.00

2,2 7.48 ± 0.21 3.00 ± 0.00 2.49 13.08 ± 0.35 4.00 ± 0.00 3.27 0.57 0.75

4,4 67.22 ± 9.33 10.50 ± 1.02 6.40 62.54 ± 12.17 8.40 ± 1.43 7.45 1.07 1.25

6,6 367.60 ± 34.54 31.70 ± 2.45 11.60 236.02 ± 29.90 19.30 ± 2.49 12.23 1.56 1.64

8,8 2148.80 ± 227.63 115.10 ± 10.24 18.67 962.05 ± 60.01 47.90 ± 2.34 20.08 2.23 2.40

10,10 10812.30 ± 704.67 413.40 ± 23.98 26.15 3271.55 ± 317.58 114.50 ± 9.40 28.57 3.30 3.61

Table 3: Mean runtime and number of iterations to converge (± standard deviation) for the IEEE 118-
bus test case. Results marked with the † were only run for one seed due to time limits.

k , h BRI BRI-SS BRI/BRI-SS

Time (s) Iterations Time/Iter Time (s) Iterations Time/Iter Ratio Time Ratio Iter

0,0 0.08 ± 0.02 1.00 ± 0.00 0.08 0.11 ± 0.00 1.00 ± 0.00 0.11 0.73 1.00

2,2 11.46 ± 3.10 4.10 ± 0.83 2.79 16.36 ± 3.71 4.50 ± 0.81 3.63 0.70 0.91

4,4 214.66 ± 17.60 28.10 ± 2.17 7.64 109.80 ± 15.07 13.30 ± 1.49 8.26 1.95 2.11

6,6 2619.61 ± 254.15 95.40 ± 10.86 27.46 904.71 ± 125.44 27.70 ± 3.03 32.66 2.90 3.44

8,8 33663.93 ± 2489.86 469.90 ± 42.64 71.64 7227.19 ± 606.93 67.30 ± 5.80 107.39 4.66 6.98

10,10 337568.44 † 1361.00 † 248.03 78290.91 † 147.00 † 532.59 4.31 9.26

Table 4: Mean runtime and number of iterations to converge (± standard deviation) for the IEEE 300-
bus test case. Results marked with † were only run for one seed due to time limits.

k , h BRI BRI-SS BRI/BRI-SS

Time (s) Iterations Time/Iter Time (s) Iterations Time/Iter Ratio Time Ratio Iter

0 0.15 ± 0.00 1.00 ± 0.00 0.15 0.24 ± 0.03 1.00 ± 0.00 0.24 0.62 1.00

2 28.52 ± 2.20 4.00 ± 0.00 7.13 40.96 ± 7.85 4.70 ± 0.64 8.71 0.70 0.85

4 499.50 ± 23.02 27.20 ± 1.47 18.36 301.08 ± 45.92 15.20 ± 2.18 19.81 1.66 1.79

6 3632.81 ± 226.00 86.30 ± 5.44 42.10 1918.16 ± 144.19 42.90 ± 2.91 44.71 1.89 2.01

8 24697.80 ± 1665.33 287.20 ± 19.43 86.00 9609.06 ± 954.49 98.17 ± 9.26 97.89 2.57 2.93

10,10 330664.87 † 1405.00 † 235.35 92616.19 † 288.00 † 321.58 3.57 4.88
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