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Abstract

Binarized neural networks (BNNs) are feedforward neural networks with binary weights
and activation functions. In the context of using a BNN for classification, the verification
problem seeks to determine whether a small perturbation of a given input can lead it to be
misclassified by the BNN, and the robustness of the BNN can be measured by solving the
verification problem over multiple inputs. The BNN verification problem can be formulated as
an integer programming (IP) problem. However, the natural IP formulation is often challenging
to solve due to a large integrality gap induced by big-M constraints. We present two techniques
to improve the IP formulation. First, we introduce a new method for obtaining a linear objective
for the multi-class setting. Second, we introduce a new technique for generating valid inequalities
for the IP formulation that exploits the recursive structure of BNNs. We find that our techniques
enable verifying BNNs against a higher range of input perturbation than existing IP approaches
within a limited time.

1 Introduction

Binarized neural networks (BNNs) are feedforward neural networks with binary weights and acti-
vation functions (Hubara et al.| (2016])). BNNs consist of the input layer £ = 0, L hidden layers
¢=1,...,L, and the output layer £ = L4 1. Each layer £ € {0,1,..., L+ 1} consists of n‘ neurons,
N ={1,...,n'}. Every i € N’ is connected to every j € N*~! with weight I/Vf; € {-1,0,1} and
has bias b¢ € Z for £ € {1,..., L+ 1}.

Thanks to binary weights and activation functions, BNNs drastically reduce memory size and
accesses and substantially improve power-efficiency over standard neural networks, replacing most
arithmetic operations with bit-wise operations (Hubara et al. (2016)). BNNs have also achieved
nearly state-of-the-art results in image classification (Hubara et al.| (2016])). Moreover, BNNs have
achieved results comparable to feedforward neural networks in image detection (Kung et al.| (2018])),
image super resolution (Ma et al.| (2019)), and text classification (Shridhar et al. (2020)). For these
reasons, BNNs have been applied in small embedded devices (McDanel et al.| (2017)).

In this work, we study the verification problem associated with a given BNN that is used to
classify feature vectors. BNNs map a feature vector in [0, 1]”0 whose coordinates are quantized as
multiples of % for ¢ € N to the real output vector by the function f = (fi,..., foz+1) : %Zf N

[0, 1]”0 — R™™™" which is defined recursively using weights and biases in each layer. (See Section
for the detailed definition of f.) Each t € N**! corresponds to a class. A feature vector
X € %Z’}ro N[0,1]" is classified as the class £ € N2 that corresponds to arg max; e yr+1 fr(X).
Verifying BNNs against input perturbation for multiple feature vectors provides a measure of
their robustness. The BNN verification problem is defined for a given trained BNN, a given feature



vector X with class £, and input perturbation ¢ > 0. We say that X is e-verified if the BNN classifies
x0 as t for every feature vector x° € %Z’}FO n o, 1]”0 having distance between x” and X at most e.
The BNN verification problem is to determine whether a given X can be e-verified in the BNN. The
answer is true if and only if there does not exist a feature vector x° with distance at most € from X
satisfying fi(x?) > f7(x°) for some class ¢ # ¢, which is equivalent to the following maximum z;(X)
being non-positive:

2= max L) - fi(x")te NFT {7} ], (1)
x0e Lz’ njo, 1’

|10 —%||p<e

Here, the maximum perturbation from x is defined using an ¢, norm. For the most part, in this
work we focus on the case of p = 1, but the integer programming (IP) approaches we consider can
also be directly applied to the cases of p = oo and p = 2, with the caveat that when using an fo
norm, the resulting IP formulations we consider become integer (convex) quadratic programs, as
opposed to integer linear programs.

This paper contributes to the literature exploring IP methods to solve the BNN verification
problem. IP methods to solve the BNN verification problem can be implemented by solving
to optimality — we refer to this as the BNN verification optimization problem. However, to verify
a BNN, the process of solving can be terminated as soon as the sign of z}(x) is determined.
Specifically, the solution process of can be terminated when a feasible solution with a positive
objective value is found, or a non-positive upper bound for the optimal objective value is obtained.
If we terminate an optimization algorithm for solving according to this condition, we refer to
this as the BNN verification problem.

Our first contribution is to present a new way for obtaining a linear objective of the BNN
verification problem by creating a single optimization problem that incorporates the decision of
which alternative class a perturbed feature vector is misclassified as, rather than considering each
alternative class separately. Our second contribution is to describe a new technique for generating
valid inequalities for the IP formulation by exploiting the recursive structure of BNNs. These valid
inequalities, called layerwise derived valid inequalities, are generated by considering one layer at a
time and solving IP subproblems to check validity among a set of natural candidate inequalities.
While deriving these valid inequalities requires solving IP subproblems, these IP subproblems are
much easier to solve than the full BNN verification problem because they consider only a single
layer at a time and do not include any of the “big-M” constraints required for the IP formulation
of the BNN verification problem.

Khalil et al| (2019) study the problem of attacking a BNN, which is equivalent to the BNN
verification problem. They present a mixed-integer linear programming (MILP) formulation of the
problem and propose a heuristic for generating solutions that works by propagating a target from
the last layer to the first layer by solving a single-layer MILP at each step. This approach is proven
to be successful at finding successful attacks (i.e., showing an input Z cannot be e-verified) but
cannot positively verify a solution. Interestingly, our method also proceeds in layers, but from the
initial layer forwards, and its strength is in being able to e-verify inputs. |Han and Gémez (2021))
also study the MILP formulation of the BNN verification problem and study the convex hull for
a single neuron to improve this MILP formulation. Lubczyk and Neto| (2024) extended Han and
Gomez’s work by exploring the convex hull for a pair of neurons in the same hidden layer. Using
this convex hull, they proposed a constraint generation framework to solve the MILP problem for
the BNN verification problem. In related work on feedforward (not binarized) neural networks,
Fischetti and Jo| (2018) addressed the problem of verifying such networks. They formulated this
problem as an MILP problem and exploited the idea of fixing variables to solve this MILP problem.



Our layerwise derived valid inequalities represent an adaptation and extension of this approach to
the BNN setting.

Another approach for solving the BNN verification problem is to formulate it as a Boolean
satisfiability problem (Amir et al.| (2021), Jia and Rinard| (2020), Kovasznai et al.| (2021), Naro-
dytska et al. (2018])). These papers formulated the condition that X can be e-verified in a given
BNN with Boolean formulas in the case that the maximum perturbation from X is defined using an
{5 norm. [Ivashchenko et al.| (2023)) explored a different method for solving the BNN verification
problem by describing the set of all feasible output vectors or an overapproximation of this set as
a star set and checking whether this star set contains an output vector from a perturbed feature
vector misclassified by the BNN. This work also handles the case that the maximum perturbation
is defined using an fo, norm. Shih et al.| (2019) and Zhang et al.| (2021) addressed a different
problem of counting the number of perturbed feature vectors misclassified by the BNN in the case
that the maximum perturbation is defined using an ¢; norm. We focus on the IP approach due to
its inherent flexibility, for example, in easily adapting the set of allowed perturbations from X to
be defined by an ¢1, £, or £, norm, and to investigate and extend the limits of the IP approach.

While our work focuses on verifying a given BNN after it has been trained, for completeness,
we briefly mention some methods for training BNNs. Hubara et al.| (2016) trained BNNs by using
a gradient descent method similar to the training of feedforward neural networks, and |Geiger
and Team (2020)) trained BNNs by using a pseudo-gradient method. Bernardelli et al.| (2023)
and |Toro Icarte et al. (2019) trained BNNs by solving constraint programming or mixed integer
programming problems. To improve training BNNs, |[Martinez et al. (2020) applied activation
scaling, and Tang et al.| (2017)) applied activation approximation.

Finally, we mention that the BNN verification problem is closely related to the problem of
finding counterfactual explanations for such networks. Counterfactual explanations seek to find a
feature vector that is as close as possible to a given feature vector while leading to a specific alter-
native desired prediction (Mothilal et al.| (2020), Wachter et al. (2018)). Recently, counterfactual
explanations for several machine learning prediction models, including k-nearest neighbors, have
been explored (Contardo et al.| (2024), |Vivier-Ardisson et al. (2024)). A method for solving the
BNN verification problem can be used to solve the counterfactual explanation problem by conduct-
ing a binary search to (approximately) find the smallest € such that the feature is classified as a
target class.

This paper is organized as follows. In Section [2| we introduce an existing IP formulation of
the BNN verification problem and describe methods for obtaining linear constraints and a linear
objective in this IP formulation, including our method for obtaining a linear objective by incorpo-
rating the decision of which alternative class a perturbed feature vector is misclassified into a single
optimization problem. In Section |3 we describe our technique for deriving layerwise derived valid
inequalities and our approach for using these valid inequalities to solve the BNN verification prob-
lem. We present the results of a computational study in Section [4] and conclude with a discussion
of potential future directions in Section

Notation. We use [M] to represent the set {1,..., M} for M € N.

2 IP Formulations

To obtain an IP formulation for problem (I)), x° € %Zﬁo N [0,1]" is defined as a vector of the

decision variables that represent a perturbed feature vector, and x* € {0, 1}"5 is defined as the
vector of decision variables that represent the output of the ¢! hidden layer for ¢ € [L], which is
obtained recursively from x‘~! as explained in the following paragraphs. Also, X© is defined as the



set of all perturbed feature vectors to verify over:
1
X0 = {xo ez n 0,1 : |x° — |, < e}.
q

The usual description of a BNN describes the output of each neuron as +1 or —1. In order
to derive an IP formulation that can be directly solved by IP solvers, we will instead encode the
outputs with binary (0/1) valued variables. Given a binary output vector x‘~!, it can be converted
to a +1/ — 1 valued vector via the transformation 2x‘~! — 1. Thus, for each layer ¢ € [L + 1], the
first component of BNN propagation is to multiply the input 2x‘~! — 1 with W* and add bf. We

introduce the notation a‘ = (af, ... ,afl ;) for this affine function of x‘~!:

a“(x71) = Whex"! — 1) + b’
Then, the output of each each ¢ € [L] is obtained from its input x
x' = g, (a"(x71),

where 1, is the indicator function mapping non-negative numbers to 1 and negative numbers to
off

Applying af and 1p . alternately L times and a™*! lastly results in f. Thus, f can be written
as follows:

=1 \ia the transformation

F(x") = a" (1R, (a"(1g, (a1 - 1, (@' (x")) )
Using these observations, can be written as the following (nonlinear) IP problem:

0 I'naxxL max {atLH(xL) - af“(xL) cte NEFLY {t_}} (2a)
s.t. x' =1, (a*(x'7Y)), VLelL], (2b)
x? e XY, (2¢)

x! € {0, 11", Ve e [L]. (2d)

2.1 Constraint Formulation

The layer propagation constraints (2bf) and the input perturbation constraint include nonlinear
constraints in their description. We review how these constraints can be reformulated using linear
constraints in order to obtain a linear IP formulation.

2.1.1 Layer Propagation Constraint Formulation

To formulate the layer propagation constraints (2b]) with linear constraints, the following constants
are defined for ¢ € [L] and i € N*:

jeNZ—l
UBL:= Y (W5 + W)
jefol 3
1_pl
2 q(ZNQWﬂ_l =1)
Rf = A A
Zjel\lf*1 Wijibi

2 2} 1 (ef2,... L}.

!This is equivalent to the standard description of BNN propagation in which the +1/ — 1 output is defined by the
sign function.



Since W;} € {-1,0,1} it follows that for any x~1 € [0,1]"" "

l 0, 0—1 ¢
LBf <2 > Wi ' <UB|.
]GNZ 1

The following lemma describes how the layer propagation constraints can be modeled with linear
constraints. This extends the formulation of Han and Gémez (2021), which assumes ij e{-1,1}

and bf = 0. The proof is in the Appendix.

Lemma 1. Each (x°,x') € X° x {0, 1}"1 satisfies for £ =1 if and only if it satisfies the
following inequalities:

1
2% whel > (Rl ~ LB+ -)al + LB}, vie N, (4)
jENO q

1 1

2> wial < (UBL - R+ -)al+ (RE-2), vie N (5)

JENO 9 q

-1

For ¢ € {2,...,L}, (x*71,x%) € {0,1}"

following inequalities:

x {0, 1}"4 satisfies if and only if it satisfies the

2 Y Wil > (R{ - LB +1)a{ +LBf, Vie N, (6)
jENZ 1
2 Y Wia{™' < (UB{— R+ 1)z + (R{ —1), VieN". (7)
JGNZ 1

Thus, the nonlinear constraints (2b)) can be replaced with the linear constraints - .

2.1.2 Input Perturbation Constraint Formulation

The input perturbation constraint (| can be formulated by defining the 1nteger valued decision
varlable y; to represent qz?, for i € N 0. Then, x° € X? if and only if x° € R?F , and there exist

y €2 satlsfymg the following constraints:

y = gx°, (8)
y <q1, 9)
X0 — x|, <e. (10)

In the case of p = 1 or p = oo, can be formulated with linear constraints using standard
techniques. In the case of p = 2, can be formulated as a convex quadratic constraint.

2.2 Objective Formulation

Finally, to obtain a linear IP formulation of we explore two methods to obtain a linear objective.
The first approach, which has been used in Han and Gdémez| (2021)), Lubczyk and Neto| (2024)),
is to consider separately each alternative class t € N2+ \ {#}. Each such class t results in the



following IP problem with linear objective:

2! (x,t) = max

s.t. —,
© - [@.
@ - @,
0
x0 e R™,
x' e {0, 1}”Z,

alt(xl) — af

0
y €Z .

L
t+1( L

x")

Ve e{2,...,L},

Ve e L],

(11)

The optimal solution of can be obtained by solving for each t € NI\ {#} and choosing
t that achieves the maximum of z(x,t).

For problems with more than two classes, we propose an alternative approach for obtaining
a linear objective which directly includes the choice of the alternative class t in the formulation,
thereby avoiding the need to solve for each t € N1\ {£}. Thus, for each t € NI+ \ {t} let
z € {0,1} be a decision variable indicating whether ¢ is selected as the alternative class, and for
each i € N¥ let vy € {0,1} be a decision variable that is used to represent the product ztwf. The
proof of the following lemma is in the appendix.

Lemma 2. The following IP problem is equivalent to :

max

s.t.

2. AW = Wi

te NL+1\{t} ieNL

DY

teNLHI\ (7}
)
@© - @,

— ([10),

Z thl,

teNLH\(7}

L
§ Vg = Ty,

teNEHI\{t}

ieNL

v < 2,

x’ e RT}FO,

xt e {O,l}"e7
y €z,

z € {0,1},
vy € {0, 1},

2.3 Valid Inequalities for Neurons

Han and Gomez (2021) explored the following convex hull for a single neuron for ¢ € {2,...

(_ Z Wtz Wtji (bf_bt’LDZt

Vee{2,...,L},

Vie N,

vt € NI\ {7}, i e NT,

Ve e [L],

Vi e N {2,

vt € NI\ {7}, i e NL.

(12a)



and 7 € N¢ in the case of b¢ = 0:
conv({(x"1,2f) € {0, 1} x {0,1} : 2f = 1, (af(x"1)}). (13)

In the following theorem, we extend the results in Han and Gémez (2021) to a general case
where b’ are not necessarily zero. This theorem is proved in the Appendix.

Theorem 3. For{ € {2,...,L} andi € N, is the set of (x*~1,2%) € [0, 1" %[0, 1] satisfying
the following inequalities for J C {j € N*71: Wf}- #0}:

> (Wal Tt = 1) = (22 — 1)) > (R} — UB{ + 1)af, (14a)
jedJ
> (W2 = 1) = (22 - 1)) < (Rf — LB — 1)(—=f + 1). (14b)
JjeJ

Since the number of inequalities described in this theorem grows exponentially with the number
of nodes in a hidden layer, these would be used to improve the LP relaxation of the formulation
by adding them via a cutting plane procedure.

Lubczyk and Neto (2024)) extended Han and Gomegz| (2021)) by investigating the following convex
hull for a pair of neurons in the same hidden layer for £ € {2,..., L} and i,k € N satisfying i < k
in the case where n’~! is an even integer larger than 2, every entry in W* is nonzero, and b’ = 0:

conv({(x' !, 2f, ) : x'" € {0, 13" 2l = 1g (af (7)), af, = 1. (af(x"")}).
In this work, a relaxation IP problem to the IP problem is solved for a fixed alternative
class t € NL*! to tackle the BNN verification problem. This computational study shows some
improvement in the optimal objective value of the LP relaxation of the IP formulation compared
toHan and Gémez| (2021)), but this does translate to significant improvement in the ability to solve
the BNN verification problem.

3 Layerwise Derived Valid Inequalities

We explore an alternative approach for deriving valid inequalities for that is based on recur-
sively approximating the set of “reachable vectors” at each layer.
Starting from X°, X is defined recursively as follows for £ € [L]:

Xt = 1g, (a"(XTY).

Then, X! is the set of all output vectors of layer ¢ that can be obtained from a perturbed input
vector in the set X?. Since the objective only depends on x’, can be formulated as the
following IP problem:

max max {ab L xb) — ab ) sre NP (7))
x (15)
st. xFex*t

The above IP problem implies that can be solved with access to a description for X, which
motivates studying valid inequalities for this set. We observe that valid inequalities for X* can be
obtained using a relaxation of the set X*~! since X* = 1g, (a*(X*"1)). Since a full description for
X0 is given, this motivates an iterative approach in which we derive valid inequalities for the set
X* based on an outer approximation of the set X! for £ = 2,..., L. We refer to such inequalities
as layerwise derived valid inequalities.



3.1 Variable Fixing
We first investigate layerwise derived valid inequalities for X* for £ € [L] of the form

1 —
zf = —— (16)
for i € N® and ¢; € {~1,1}. In the case of ¢; = —1, (16) is equivalent to zf = 1 and is
equivalent to xf = 0 in the case of ¢; = 1. For these reasons, valid equalities for X* of the form
are called variable fixings. This idea of identifying variable fixings is related to the work of
Fischetti and Jo (2018) who apply a similar technique to fix binary variables in the IP formulation
of the feedforward neural network verification problem.
Our approach is to consider each equality of the form and determine if it is a valid equality.
The following theorem describes an IP problem that can be solved to determine validity of such an
equality.

Theorem 4. Consider { € [L], i € N, and ¢; € {—1,1}. Let X' ¢ {0,137 satisfy X'} D
X1 and define
¥ = max{ci Z What=1 . x"l e Xf_l}. (17)

17 out
jENE-1
If z* < cin/Q, where Rf is defined in , then is a valid equality for X*.

The details are described in Section but to preview this, the idea is to use Theorem [4]
to obtain outer approximations of the sets X* by setting X%, as X°, and then recursively using
the theorem to derive valid inequalities to define valid inequalities to define X, based on the
previously determined Xg;tl for{=1,...,L.

To prove this theorem, we use the following lemma.

Lemma 5. Consider { € [L], i € N, and ¢; € {=1,1}. Then x*1 € {0,1}"" satisfies
Ci D jent-1 ijxﬁfl < ¢;RY/2 if and only if 1g, (al(x"1)) = 154,

. Proof. In the case of ¢; = —1, the following statements hold for £ = 1:

1.0 1
QCZ‘ Z W,L]x] S CiRia

JENO
& 2) Wil > Rj,
JENO
1 1 2
& 2) Wil >R+ -, (2 ) Wil R + - € ~7)
JENO q jENO q q

& 2 Z Wéx? > Z W,}J — b}, (R! + ! is the smallest element of gZ
JENO JENO q 4
not smaller than Z I/Vllj —b})
JENO
& af(x%) >0,
1-— C;

& g (a}(x*) =1= .

For ¢ € {2,...,L}, the same arguments hold because 23y ijacg_l and R! + 1 are even
integers, and Rf + 1 is the smallest even integer not smaller than jeNt-1 ij — bt

8



In the case of ¢; = 1, the following statements hold for £ = 1:

1.0 1
2CrL' Z WZ]':UJ S C’L'RZ')

JENO
& 2) Wil <Rj,
JENDO
1 1 2
& 2) Wil <Ri+-, (2 Wial Rl + - € ~7)
JENO q JENO q q
1 2
&S 2 Z I/Vé;v(; < Z Wé — b}, (R! + = is the smallest element in =7
JjeENO JENO q 1

not smaller than Z Wé —b;)
JEN®
& a(xY) <o,
1-— C;

& 1R+(a2-1(xo)):0: 5

For ¢ € {2,...,L}, the same arguments hold because 2Z]~€Ng_1 ijajfl and Rf + 1 are even
integers, and Rf + 1 is the smallest even integer not smaller than jENE-1 Wf;- — bf. O
. Proof of Theorem {4l Let x* € X* and let x*~! € X! be such that x = 1g, (a*(x*~1)). Then
x!1 e X! because X5 D XU~1. Then 2* < ¢;R;/2 implies
C; Z Wf}xg_l < CiRi/Q
jeN@—l

which by Lemma [5] implies

4

_ 1—c¢
zf = 1g, (aj(x"7) = ——.

2

Therefore, is a valid equality for X¢. [

Although checking whether a variable fixing is valid requires solving the IP , this IP is much
easier to solve than the original verification IP as it considers only a single layer at a time and the
constraints defining the outer approximation of X*~! do not involve any “big-M” constraint .
Furthermore, it can be solved very efficiently for certain structures of Xf;;tl as discussed in the
following paragraphs.

First, consider the case £ € {2,..., L} and assume Xﬁ;tl is defined only by variable fixings, e.g.,
as is the case if it is defined recursively only the result of Theorem Then, (17) can be solved
by setting wﬁ_l to 1 if ¢;IW;; =1 and the variable :L‘ﬁ_l is not fixed in X!, and setting all other
unfixed variables to 0.

For ¢ = 1, the special form of the set X also allows to be solved efficiently. We describe
here how this is done for the case p = 1. The methods for solving for the cases p = 2 and p = o0
are described in Appendix For p = 1, the following inequality holds because x" € [0, 1]"0:

Ci Z Wél‘? < Z max(ciWilj,O). (18)
jENO JENO

Inequality is satisfied at equality by % defined by ; = z; for j with Wé =0,2; =1forj
with Wllj = ¢;, and £; = 0 for j with Wllj = —¢. If [x —x||1 <¢, % € X° so the optimal objective

9



value is ) | jENO max(ciWilj, ). Otherwise, by iteratively decreasing &; by % for j with Wé = ¢; and
Z; > x; or increasing Z; by % for j with WZE = —¢; and #; < T; we can obtain a solution x* € X°
* __
=
for j with Wllj = —c¢;. The following inequalities are satisfied by every x € XY and hold at equality

satisfying ||x* — x||; = é[qej, x¥ = z; for j with Wé =0, > z; for j with Wllj = ¢;, and 27 < T

for x*:
iy Wia) =Y eWiyla] —zj) +e Y Wi
JENO JENO jJENO
< el -z Y Wha (e Wk e {~1,0,1}) (19)
JENO JENO
< —|ge] + ¢ Z Wlljfi']
JENO

where the last inequality follows because > yo \3:9 —zj| = ||x° = %[j1 < eand 2 jeNo \x? —z;|is a

multiple of é. It follows that the optimal objective value of in this case is % lge|+ei > JENO Wéi‘]
and this value is achieved by x*.

3.2 Two-variable Inequalities

We next seek to derive sufficient conditions for inequalities of the following form to be valid in-

equalities for X* for £ € [L]:

crt + epxt < G ; ck, (20)

for i,k € N’ satisfying i > k, and ¢;,¢;, € {—1,1}. The following theorem presents an IP that
yields a sufficient condition for to be a valid inequality for X*.

Theorem 6. Consider ¢ € [L], i,k € N’ satisfying i < k, and c;,c; € {—1,1}. Let Xﬁ;tl -
{0, 1}”Z_1 satisfy X:22 O X1 and define

out
P max{ci Z ijxﬁ_l xt e XL ¢ Z W,fjxﬁ_l > ckRi/Z}. (21)
JENt-1 jeNt-1

If 25 < cin/Q, where Rf s defined in , then is a valid inequality for X*.

. Proof. Let x* € X and let x*~! € X*~! be such that x* = 1g, (a*(x*~1)) and observe x~! € x4t

? out
: -1 -1
since X 2 X .

Observe that for a binary variable z and ¢ € {—1,1}, it holds that cz € {<51, <51}

Suppose that cyxf = ch L Then,

ci+1+ck—1:ci+ck

cixf + ckxf; <

2 2 2
and hence is satisfied.
Thus, assume now that ckazﬁ = C’“; L and hence xﬁ = % because ¢ € {—1,1}. Then Lemma

implies
¢ _0—1 0
JENE-T
and hence x‘~! is feasible to (21). Hence,
C; Z ijxﬁ_l <z <¢R;/2
jeN[—l

10



which again by Lemma [5] implies

1—g¢
4 L l—1 i
1'2- = 1]R+ (a'i (X )) = 9 .
Thus, cixf = 6’2;1 and hence

¢ ¢ c—1 c+1 ¢+
CT; + CpTy, = 12 5~ Z2

and hence gain is satisfied. [

Once again, solving is expected to be much simpler than solving the original verification
problem as it only includes the constraints defining the outer approximation of X*~! and one other
constraint and does not contain any “big-M” constraints.

3.3 Algorithms

We now describe how we propose to use the layerwise derived valid inequalities to solve the IP
problem for BNN verification.

Algorithm 1: VerifyBnn(x, ¢)
Input: input vector X, input perturbation e
Output: if x is e-verified, returns TRUE, else returns FALSE

Initialize Xin = (X2, , XE) « (0,---,0)
Xin < UpdateInApprox(0, Xin, {X})
Initialize X0, «+ X©°

for {=1,--- L do
| Xin, N, X5, < PhaseOneFixVar(¢, Xin, Xyt

out out
Add constraints x* € X, for £ € [L] to and start the solution process but with a
limit of one node, and let z* be the best objective value (lower bound) and z be the best
upper bound on the optimal objective value
7 if Z <0 then
‘ return TRUE
9 else if z* > 0 then
10 ‘ return FALSE
11 else
12 Xin, X1

out

13 for /=2,---,L do

[, SN VUR SR

=]

< GenTwoVarlneq(1, Xi,, X2

out»

Néx’ X(}ut)

14 Xin, NE_, XL, + PhaseTwoFixVar(¢, Xin, X', NE , XE0)
15 Xin, X4y + GenTwoVarlneq(¢, X, X:0!, NE L XL L)

16 Solve by adding constraints x* € X!, for £ € [L], and obtain z}(%X) from the
optimal objective value

17 if z¥(x) <0 then

18 ‘ return TRUE

19 else

20 L return FALSE

11



Our proposed method is described in Algorithm The algorithm consists of two phases. In
the first phase, we only try to fix variables, since in this case the validity verification problem
is easy to solve. This is described in lines [3] - [5] where variable fixings are identified by calling
Algorithm [2| for each ¢ € [L], which outputs an outer approximation for X* (XZ,) based on fixing
variables in the set Néx C N¥. Then, the generated variable fixings are added to the IP formulation
as constraints and is solved by an IP solver with a limit of one node (i.e., the IP solver
only processes the root node of the branch-and-bound tree). If the IP solver solves the verification
problem within that limit (e.g., by finding a feasible solution with positive objective value or proving
a non-positive upper bound), then it returns the result accordingly. Otherwise, Algorithm |1/ moves
to the second phase. In this phase, two-variable inequalities are generated by Algorithm [M] for
¢ € [L] and additional variable fixings are checked, which may be possible due to the improved
outer approximations defined by the two-variable inequalities. For layers ¢ € {2,..., L}, Algorithm
outputs an outer approximation Xfut that is potentially a subset of the one generated in the first
phase. The inequalities defining these outer approximations are added to the IP formulation (12])
and it is solved. In order to answer the verification question, it is only necessary to determine the
sign of the optimal value of . Thus, when solving the process can be terminated if either
the best objective value of a feasible solution found is positive or the best upper bound for the
optimal objective value is non-positive.

Algorithm 2: PhaseOneFixVar (¢, Xi,, X1

out

Input: layer ¢, inner approximation Xj,, outer approximation Xﬁ;tl for X1

Output: Xj,, set Néx of i € N* where a:f is fixed in X, outer approximation X gut for X*
1 Initialize N&_ < 0
2 Initialize X%, < {0,1}""
3 for i € N do

4 | forc¢ e{-1,1} do

5 Solve the IP subproblem , and obtain the optimal objective value z*
6 if /=1 then

7 Let 29 be optimal solution obtained when solving

8 | Xin < UpdatelnApprox(0, Xin, {xbei})

9 if 2* < ¢;RY/2 then
10 Néx — Néx U {(z, %ﬂ)}
1 Xl X 0 {x0 € 0,1} 1 af = =551}

12 return Xj,, Néx, Xt

Algorithms and [4] generate variable fixings in phase 1, variable fixings in phase 2, and
two-variable inequalities, respectively. These algorithms check whether each candidate layerwise
derived valid inequality is valid for X* by solving the IP subproblem or (20). When solving
these IP subproblems, if the upper bound on the optimal objective value falls below cin /2 the
optimization process is terminated since we then know the candidate inequality is valid. On the
other hand, if the lower bound (incumbent objective value) exceeds c; RY/2, the optimization process
is terminated since we can then conclude that we are not able to verify validity of the candidate
inequality. In Algorithms |2/ and [3| the neuron fixed by the candidate is added to Néx because this
set is exploited in Algorithms 3| and [4] to retrieve candidates for layerwise derived valid inequalities.
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Algorithm 3: PhaseTwoFixVar(f, Xi,, X:01 NE, XE0)

out

Input: layer ¢, inner approximation Xj,, outer approximation Xﬁ;tl for X*~1, set Néx of
i € N* where ¢ is fixed in X, outer approximation XZ for X*
Output: Xj,, Néx, Xt

out
1 for i € N*\ Nf,_ do

2 for ¢; € {—1,1} do
3 if max, .y ¢! > %51 then
4 L continue
5 Solve the IP subproblem , and obtain a set Xfe;; of feasible solutions and the
optimal objective value z*
6 Xin + UpdateInApprox (¢, Xi,, 1g, (ae(Xfe;:)))
7 if 2* < cZRf/Q then
.41
8 NéX%NéxU{<Z7 C2+ )}
9 Xgut — Xgut N {Xz e {0, 1}"£ : a;f = %"'1}

10 return Xi,, NE , X5

Algorithm 4: GenTwoVarIneq(/, Xi,, X'} N XEw)

out »

Input: layer ¢, inner approximation Xj,, outer approximation Xf;tl for Xt 1, set Ngx of
i € N* where ¢ is fixed in X, outer approximation X’ for X*
Output: Xi,, X,

Initialize Néair —{(,ciyk,e) ik € NO\ NE ,ciyer € {—1,1},i < k}, fail count + 0

1

2 Sort Nﬁair in a descending order by the score based on X?,

3 for (i,c;, k,cr) € leair in descending order of score(i, c;, k, c) do
a | if maxxgexien(ci:nf + cpat) > 9% then

5

L continue

6 Solve the IP subproblem , and obtain a set X fe;SI of feasible solutions and the
optimal objective value z*

7 Xin + UpdateInApprox(¢, Xi,, 1r, (aZ(Xfee;sl)))

if 2* < ¢;RY/2 then

9 Xt XE N {xg € {0, 1}"4 : cl-xf + cka:f; < ‘:’JFTC‘“}
10 fail_count < 0
11 else
12 ‘ fail_count < fail_count + 1
13 if fail_count > max_fail then
14 ‘ break

15 return Xi,, X5

13



Algorithm 5: UpdatelnApprox (¢, Xin, X feeas)

Input: layer ¢, inner approximation Xj,, set Xfeeas C Xgut
Output: X;,

14 (4 l
Xin — Xin U Xfeas

for ! =¢+1,---,Ldo
L Initialize Xfee/as — 1R+(aél (XZ/J))

[N VN

P v v feas
X, «— X, UX

feas

[

return X;,

To limit the time spent checking validity of candidates, Algorithms |3| and [4] use an inner ap-
proximation X}, for i +(ag(Xf;;tl)) to detect candidates that will not lead to a valid inequality,
and hence avoid solving or for those candidates. For each candidate layerwise derived
inequality, if the maximum of the left-hand side over an is larger than the right-hand side, this
candidate is not valid for X*, so solving the IP subproblem can be avoided. In Algorithm
Xin = (Xgl, e ,Xifl) is initialized by propagating the input feature vector x through the BNN. In
Algorithm [2| these sets are expanded by propagating the optimal solution obtained when solving
at layer 1 (which are in X° by definition) through the BNN, thus yielding solutions in X*
which are added to an for ¢ =0,..., L. In Algorithms [3{ and 4} for each layer ¢ € {1,..., L}, each
time we solve or to check validity of a candidate inequality we collect the set of feasible
solutions Xfegsl obtained by the solver, which by definition are in the set X’ !. These are then
propagated forwarded as Xféas = 1g, (ag/(Xfe;;;)) for ¢/ = ¢, ..., L and these sets are added to Xﬁ;.
Since the set Xf;tl is completely determined when processing layer £ in Algorithm |3| this process
ensures that X! C X! for all £, and hence if a candidate valid inequality is violated by a vector
in an we can conclude that solving or cannot lead to a verification that the inequality is
valid.

As a final strategy to limit the computational time spent solving on candidates that do
not yield valid inequalities, Algorithm [4] includes a heuristic stopping rule that quits the process
if it seems unlikely to yield more additional valid inequalities. The idea is to check the candidate
inequalities in a sequence defined by a score that correlates with how likely they are to yield a
valid inequality, and then terminate once the number of consecutive failed attempts exceeds a pre-
specified limit ‘“max_fail’. The score that we use for a candidate inequality (i, ¢;, k, ci) € N°

pair also
leverages the inner approximations we have built and is defined as:

5 € Xy o = =51 4 [ € X, 2 af = =55

score(i, ¢;, k, cp) = | XL |
m

To understand the intuition for this score, consider the case of ¢; = ¢ = 1, so that the candidate
inequality is of the form :cf + xf; < 1, and the score sums the fraction of solutions in the inner
approximation an which have mf = 0 and which have CL’;; = 0. A high score suggests most solutions
in X7, have either ¢ = 0 or z§ = 0 and hence the candidate inequality might be satisfied. The

intuition behind the other cases is similar.

4 Computational Study

We pursue a computational study to investigate how IP methods work to solve the BNN verifi-
cation problem for multiple test instances. The following five IP methods are considered in the
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nl n? 3 4 Error Rate

Network | L n n
1 2 100 100 * * 7.53%
2 2 200 100 * * 5.52%
3 2 300 200 * * 4.19%
4 3 100 100 100 * 7.33%
5 3 200 100 100 * 5.08%
6 3 300 200 100 @ 3.68%
7 4 200 100 100 100 5.04%
8 4 300 200 100 100 3.46%
9 4 500 300 200 100 2.32%

Table 1: Networks in computational study

computational study:
e Many-IP: solve the IP problem for all ¢,

e 1-IP: solve the IP problem ,

1-IP4+HG: solve by employing a constraint generation approach with ,

1-IP+Fix: solve by employing the variant of Algorithm [l| where non-root nodes are
explored in solving in phase 1, and phase 2 is skipped,

e 1-IP+Fix+2Var: solve by employing Algorithm

Many-IP and 1-IP are compared to explore the impact of the technique for obtaining a linear
objective. The methods 1-IP, 1-TP4+HG, 1-IP+Fix, and 1-IP+Fix+2Var are compared to explore
the impact of the techniques for generating layerwise derived valid inequalities.

4.1 Test Instances

Unless stated otherwise, the maximum perturbation from X is defined using an #; norm in our test
instances.

Each test instance in the computational study consists of a BNN, X, and . Nine BNNs are
trained for the computational study by using Hubara et al. (2016)’s method based on a gradient
descent method with the MNIST train dataset. The MNIST dataset consists of feature vectors
representing handwritten digits from 0 to 9, so n“*1 = 10. These feature vectors are originally 784-
dimensional non-negative integer vectors whose coordinates are at most 255, but they are scaled
to 784-dimensional non-negative real vectors whose coordinates are at most 1, so n® = 784 and
q = 255. The number of hidden layers, the number of neurons in hidden layers, and the error rate
of each network are reported in Table [l The error rate of each network is computed as the portion
of feature vectors misclassified by this network in the MNIST test dataset.

For each network, we consider 10 instances, defined by 10 different feature vectors x. For each
digit from 0 to 9, one feature vector in the MNIST test dataset whose ¢ is this digit is randomly
chosen.

For each network and feature vector X, six values are obtained for € by employing Algorithm
[6] with max_iter = 6. Algorithm [6] is a binary search that attempts to find the largest ¢ under
which X can be e-verified using a given method and time limit in each iteration. In Algorithm
[6] if x is e-verified for the current e, € is increased based on the smallest input perturbation eyp
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Algorithm 6: Perturbation Selection

Input: €, max_iter
Output: e p,eyp: lower and upper bound on maximum value of € for which Z is e-verified
1 €1B < O,GUB <~ NULL

2 € < €init

3 for : = 1,..., max_iter do

4 Attempt to solve with a time limit for Z and € and let Z be the best upper bound

obtained.

5 if Z <0 then

6 €LB < €

7 if €UB 1S NULL then
8 ‘ € < 2¢

9 else

10 L €+ H‘%
11 else
12 EUB < €
13 | e« 6*%

14 return €, €13, €UB

under which X may not be eyp-verified. Otherwise, € is decreased to the average of € and the
largest input perturbation e under which X is erp-verified. Different IP methods for the BNN
verification may result in different sequences of € in Algorithm [6] based on their ability to solve the
verification problem at a given € within the time limit. This approach is used for determining the
€ values in the test instances in order to find challenging instances, i.e., those in which determining
whether X is e-verified is nontrivial. The initial value €,;; is set to 1 in the case that the maximum
perturbation from X is defined by an 1 norm, ﬁ in the case that the maximum perturbation is
defined by ¢+, norm, and 3% in the case that the maximum perturbation is defined by 2 norm.

4.2 Implementation Detalils

In the IP method 1-IP4+HG, are generated by solving the LP relaxation problem of the IP
problem and adding violated inequalities and in an iterative manner. In each
iteration, for each £ € {2,..., L} and i € N, an inequality with the largest violation is added
to . Likewise, with the largest violation is added to as a constraint. This iteration
is repeated until either no violated inequalities are found or the optimal objective value of the LP
relaxation problem does not improve by 1% over the last 10 iterations. Our test instances are
different than those used in Han and Gdmez| (2021) (ours have more layers in the BNN and non-
binary inputs) and we obtain qualitatively different results than those presented in Han and Gémez
(2021). Thus, to validate our implementation, in Appendix we present results of additional
experiments with the method 1-IP+HG on the instances used in Han and Gdémez (2021) which
indicates that our implementation achieves qualitatively similar results to what is reported in [Han
and Gomez (2021) on those instances.

In the IP method 1-IP+Fix and 1-IP+Fix+2Var, in Algorithm [2, the IP subproblem is
solved using the method described at the end of Section (i.e., without an IP solver).

In 1-IP4+Fix+2Var, two-variable inequalities for the first hidden layer are not generated, and
variable fixings for the second hidden layer are not generated in phase 2 because two-variable
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Many-IP 1-IP 1-IP 1-IP 1-IP
Network +HG +Fix +Fix
+2Var

1 7.23 7.23 7.23 7.23 7.23
2 6.15 6.48 6.48 6.48 6.48
3 1.60 5.45 5.32 6.28 6.28
4 6.07 6.28 6.28 6.18 6.28
5 5.55 6.35 6.35 6.55 7.35
6 2.95 4.30 3.95 4.43 5.45
7 4.51 5.06 5.06 5.29 6.49
8 2.51 3.89 3.78 3.99 5.28
9 0.64 2.17 2.06 2.34 3.88

Table 2: Average maximum € under which X is e-verified by each method within the time limit.

inequalities for the first hidden layer are unlikely to be generated for the test instances. The

networks are dense, and e is much smaller than n® = 784 in test instances, so for i,k € N!
satisfying i < k and c¢;, ¢, € {—1,1}, it is likely to find X° € X° where 2¢; E]ENO Wé:ﬁ? and

2¢y, Zje NO Wkljzﬁg achieve their maximum over XV. If both $21 and :L',lC are not fixed, X0 violates
(20), so two-variable inequalities for the first hidden layer are rarely generated. As a result of not
generating two-variable inequalities for the first hidden layer, variable fixings for the second hidden
layer cannot be generated in phase 2. We use max_fail = 100 as the number of consecutive failures
after which we terminate attempting to generate two-variable inequalities.

The time limit for all IP methods is 3600 seconds. In the IP method Many-IP, the time limit
to solve the IP problem for each t is set to 400 seconds because there are nine alternative
classes. In 1-IP+HG, 1-IP4Fix, and 1-IP+Fix+2Var, a time limit on the phase for generating
valid inequalities of 2700 seconds is imposed. The time limit to solve after generating the
inequalities is set to 3600 seconds subtract the time spent generating valid inequalities. If the
time limit is hit, the best upper bound for the optimal objective value is used instead of the best
objective value to answer the BNN verification problem because X is e-verified if and only if the
best upper bound is non-positive.

All TP methods are implemented in Python, and Gurobi 10.0.3 is used as the IP solver. All
experiments in the computational study are run on an Ubuntu desktop with 32 GB RAM and 16
Intel Core i7-10700 CPUs running at 2.90 GHz.

4.3 Results

We first collect the maximum e under which x is e-verified for each IP method, network, and X in
the case that the maximal perturbation from X is defined using an #; norm. The maximum e is
obtained from using Algorithm [6] with max_iter = 6. For the same test instance, one IP method
may succeed in verifying the BNN, but another IP method fails because it may not be able to verify
the BNN within the time limit. As a result, the set of € defining the six instances may differ by IP
methods for the same network and X, and the maximum e may differ.

For each IP method and network, the arithmetic mean of the maximum € over ten X is presented
in Table [2l Many-IP achieves the smallest maximum ¢, and 1-IP+HG achieves a smaller maximum
€ than the 1-IP. Except for Network 4, 1-IP+Fix results in a larger maximum e than 1-IP. Method 1-
IP+Fix+42Var yields the largest maximum € in every case. These results indicate that the using the
proposed variable fixing approach yields modest improvement in the ability to find the maximum
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Network # of Many-IP 1-1P
Instances

1 60 153.1(3) 29.4

2 57 721.9(12) 110.5

3 20 1420.8(10) 358.9

4 59 269.7(8) 58.4(2)
5 56 986.5(18) 286.5(8)
6 39 1941.8(18) 568.3(7)
7 56 972.3(22) 279.7(12)
8 34 1654.4(17) 503.1(7)
9 18 2852.2(13) 710.8(3)

Table 3: Verification time (seconds) of Many-IP and 1-IP

4 of 1-IP 1-IP 1-IP 1-IP
Network Instances +HG +Fix +Fix
+2Var
1 60 29.4 31.6 5.6 7.0
2 60 119.6 124.3 16.8 16.2
3 52 779.5(10) 842.5(13) 58.4(4) 62.7(4)
4 59 58.4(2) 75.4(1) 15.2(2) 11.3
5 55 296.1(9) 377.9(9) 61.7(7) 30.1(1)
6 46 612.2(13) 942.1(14) 130.4(12) 56.3(2)
7 52 267.8(12) 376.7(15) 84.3(12) 36.1(4)
8 36 582.5(12) 722.1(12) 119.9(11) 36.0(2)
9 25 1183.8(11)  1445.2(11) 276.1(9) 68.3(1)

Table 4: Verification time (seconds) of IP methods based on 1-IP

€ at which an input can be verified, and using two-variable layer-wise derived inequalities yields
significantly more improvement.

We next investigate in more detail the ability of the different methods to solve verification
problems for various values of €. We first compare Many-IP and 1-IP. To do so, for each network
and feature vector we consider the subset of € values that are solved by both of these methods,
and compute the shifted geometric mean of solution times to solve the IP problem (for 1-IP)
or to solve for all ¢ (for Many-IP), with a shift of 1. These results are presented in Table
where for Many-IP, the number in parenthesis is the number of test instances where the time limit
is hit in solving for at least one ¢t and for 1-IP, the number in parenthesis is the number of
test instances where the time limit is hit in solving . We find that 1-IP solves the verification
problem much more quickly than Many-IP, indicating that our technique for obtaining a linear
objective leads to faster BNN verification. Considering the superiority of 1-IP over Many-IP, we
exclude Many-IP from further comparisons.

In Table (4] we report the geometric average verification times over the instances tested by all
IP methods based on 1-IP. The set of test instances in this case is based on the set of € values
that were solved by all 1-IP methods. This set of test instances may differ from the set used in
the Many-IP and 1-IP comparison due to the exclusion of Many-IP from this comparison. The
number in parenthesis is the number of test instances where the time limit is hit when solving .
We find that 1-IP4+HG’s verification times are larger than 1-IP’s, and 1-IP+Fix’s are shorter than
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1-IP 1-IP 1-IP 1-IP
Network +HG +Fix +Fix
+2Var

1 116.4% 116.4% 325% 182%
2 120.8% 120.8% 36.0% 19.9%
3 131.2% 1329% 50.3% 30.5%
4 125.4% 124.9% 49.1% 13.9%
5 1374% 137.8% 674% 205%
6 150.7% 153.3% 824% 256%
7 1441% 150.2% 82.0% 31.7%
8 178.8% 179.3% 938%  269%
9 180.2% 180.2% 109.2% 13.8%

Table 5: LP gap of IP methods based on 1-IP

1-IP’s. Thus, we conclude that using inequalities does not accelerate BNN verification, but
variable fixings do. We also find that 1-IP+Fix+2Var’s verification times are similar to 1-IP+Fix’s
for Networks 1-4, and 1-IP+Fix+2Var’s verification times are shorter than 1-IP+Fix’s for Networks
5-9. This suggests that the two-variable layerwise derived inequalities are more helpful for BNN
verification of networks with more hidden layers.

We next investigate the LP gaps of over instances tested by all IP methods based on 1-
IP. The LP gap is defined as (2{p — 2*)/Zup where z{p is the optimal objective value of the LP
relaxation problem of after adding any valid inequalities introduced by the method, z* is the
best objective value from a feasible solution to obtained by the method, and

ZUuB = Mmax L(atLH(XL) - G{LH(XL))-
xLe{0,1}"
te NL+1

We use Zyp as the denominator instead of |2*| because z* may be near zero for some instances, which
would skew interpretation of these relative optimality gaps when averaged over different instances.
The quantity Zyp is positive by definition and is a natural upper bound on the optimal value of
. Table 5| reports the average LP gaps for each method. We find that the LP gaps of 1-IP+HG
and 1-IP are similar, 1-IP+Fix yields significant improvement over 1-IP, and 1-IP-Fix+2Var yields
further significant improvement beyond that. Although 1-IP+HG does not improve LP gaps on
these instances, we remark that in the supplemental experiments reported in Appendix[A.6|we found
that on the instances used in Han and Gomez (2021) the use of the single-neuron valid inequalities
did yield modest reduction in the LP gap, although even on these instances this reduction still did
not translate into reduced time to solve the verification problem.

Table [0] presents additional results for the IP methods based on 1-IP. These results are averaged
over all 445 instances solved by all these methods. The row ‘Preprocessing time’ presents the shifted
geometric mean of times to generate layerwise derived valid inequalities (resp. (14)) for 1-IP+Fix
and 1-IP4+Fix+2Var (resp. 1-IP+HG). The row ‘verification time’ is the shifted geometric mean of
times to solve the verification problem — if a method does not solve an instance within the time limit,
then the time limit is used for that instance. The row ‘# of solved instances (veri.)’ reports the
number of instances for which each IP method solved the verification problem within the time limit.
Row ‘# of nodes (veri.)’ is the shifted geometric mean of the number of nodes in the branch-and-
bound tree when solving the verification problem (again, for instances hitting the time limit, this is
just the number of nodes explored within the limit). In all the verification times the solution of

19



1-1P 1-1P 1-1P 1-1P
+HG +Fix +Fix
+2Var
Preprocessing time (seconds) 0.0 10.8 7.0 15.2
Verification time (seconds) 211.7 258.9 40.6 25.5
# of solved instances (veri.) 376 370 388 431
# of nodes (veri.) 9228.2 9501.0 78.0 7.3
Optimization time (seconds) 298.2 352.0 62.6 36.7
# of solved instances (opt.) 347 347 359 406
# of nodes (opt.) 16 389.5 16 540.8 241.1 314
Optimality gap 22.5% 24.4% 192%  4.8%

Table 6: Other metrics of IP methods based on 1-IP (445 instances)

Many-IP 1-IP 1-IP 1-IP 1-IP

Norm +HG +Fix +Fix
+2Var
Lo 0.018 0.026 0.020 0.025 0.032
la 0.029 0.051 0.051 0.247 0.312

Table 7: Maximum € under which X is e-verified for /o, norm and ¢ norm

is terminated as soon as the verification question is answered (e.g., if the upper bound becomes non-
positive or the lower bound becomes positive). To provide further insight into the quality of these
formulations we also attempted to solve without terminating once the verification question is
answered. The results of this experiment are reported in the rows ‘Optimization time’, ¢ (# of solved
instances (opti.)’, ‘(# of nodes (opti.))’, which are defined analogously as the verification results.
Row ‘optimality gap’ presents the arithmetic mean of relative optimality gaps obtained in solving
without the early termination, where the relative optimality gap is defined as (z — 2*)/zZus,
where z is the best bound for the optimal objective value of obtained by the method. A shift
is set to 1 in every shifted geometric mean. These results confirm the significant time reduction
obtained using variable fixing and the proposed two-variable inequalities, and indicate that this
reduction is obtained thanks to the dramatic reduction in the number of branch-and-bound nodes
required to either answer the verification problem or to solve the optimization problem. The results
also reinforce that the single-neuron inequalities used in 1-IP4+HG do not yield improvement.

All results so far have been reported for the case in which the maximum perturbation from x
is defined using the ¢; norm. To illustrate the versatility of the IP approach, we also conducted
analogous experiments using the ¢, and f5 norm. The detailed results of these experiments are
presented in Appendix and we present a summary here. Table [7| presents the arithmetic mean
of the maximum e over ten feature vectors X for each IP method on Network 5. Once gain, Many-IP
achieves the smallest maximum € in both cases. Method 1-IP4+HG again yields smaller maximum e
than 1-IP in the case of p = oo and the same in the case of p = 2. 1-IP+Fix yields similar maximum
€ to 1-IP in the case of p = oo and larger maximum € than 1-IP in the case of p = 2. Thus, it seems
that generating variable fixings alone does not improve BNN verification by the IP methods in the
case of p = oo, but it does in the case of p = 2. 1-IP+Fix+2Var yields the largest maximum ¢ in
both cases, showing that generating layerwise derived valid inequalities enables verifying the BNN
against a higher range of ¢ in the case of p = co and p = 2.
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5 Conclusion

In this paper, we investigate an IP method that exploits the technique for obtaining a linear
objective and a technique for generating layerwise derived valid inequalities to solve the BNN
verification problem. Our computational study shows that our IP method verifies BNNs against
a higher range of input perturbation than existing IP methods. The technique for obtaining a
linear objective leads to solving the BNN verification problem faster by solving a single IP problem
instead of multiple IP problems for each alternative class. The technique for generating layerwise
derived valid inequalities enables more efficient BNN verification by yielding smaller LP gaps at
the expense of solving IP subproblems involving a single layer.

One future direction on IP methods for the BNN verification problem is investigating valid
inequalities that involve more than two variables, as the inequalities we investigated contain at most
two variables. Another future direction related to the BNN verification problem is counterfactual
explanations for BNNs. As discussed in Section[I], these counterfactual explanations can be obtained
by solving the BNN verification problem for various input perturbations. Thus, a possible direction
of research for counterfactual explanations for BNNs is to consider whether information from these
related instances can be shared to accelerate the overall process. For example, it may be possible
to reduce the number of candidates for layerwise derived valid inequalities to check.
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A Appendix

A.1 Proof of Lemma [1

We prove following Lemmaon the formulation for the layer propagation constraint introduced
in Section with the definition on LB¢, UBY, and RY for £ € [L] and i € N*.

Lemma 1. Each (x°,x!) € X° x {0, 1}”1 satisfies for £ = 1 if and only if it satisfies the
following inequalities:

1
23" What > ( LB+ 5)3:% FLB!, Vie N, (4)
jENO
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1 1
23 Wha? < (UB} ~R'+ 7)1‘% + (Ril - f>, Vie N, (5)
JENO q q

For ¢ € {2,...,L}, (x'~1,x%) € {0,1}""" x {0,1}" satisfies if and only if it satisfies the

following inequalities:

2 Y Wil > (R{ —LB{ +1)a{ + LB, Vie N, (6)
]ENZ 1
2 > Wil < (UB{- R+ 1)a}+ (R —1), VieN". (7)
jENé 1

. Proof of Lemma |1l The following constraints are equivalent to ([2b)):

wi=1=dadx"1)>0

2 Y Wittt = > whi-b, veelL]ie N,

JEN-L jefol
:Uf =0= af(xé_l) <0

2 Y Whaltt< > whi-b, veelL]ie N

jeNe—l jGN[*1

For i € N! and j € N© Wéw? is a mult1ple of =. Also, R1 Lis the smallest multiple of 2 5 not
smaller than 3 . yo W bzl, and R} — q is the largest multiple of % smaller than 3, yo W — b}

Hence, the above constralnts can be written as follows for ¢ = 1:

1
x}:1;»2ZW1x0>Rl+a Vie N,

(VA
JENO
L
wf=0=2)Y Wi <Rl -- vieN
JENO q

For £ € {2,...,L},i € N’ and j € N*!, Wia =1 is an integer. Also, R + 1 is the smallest

ij%;
even integer not smaller than Z N1 WZ] bg and RE — 1 is the largest even integer smaller than
ZjeNg 1 W — bg Hence, the above constraints can be written as follows for ¢ € {2,..., L}:
ri=1=2 > Wil ' >R +1, VieN,
]GNZ 1
wi=0=2 Y Wizl '<R -1 VieN"
jENZ 1

For ¢ € [L], i € N¥, and j € N, W), € {~1,0,1} and 2" € [0,1]. Hence, LB is a lower
bound for 2} ye—1 Wl]xﬁ ! because it is minus two times the number of —1 in {W, g :je N
Also, UBf is an upper bound for QEJ-E N1 Wf; g ! because it is two times the number of 1 in
W), :je N}

By exploiting this lower bound and upper bound, it can be concluded that (x°,x') € X° x
{0,1}"" satisfies if and only if it satisfies and (5)), and (x~1,x%) € {0, 1}’#71 x {0, 1}”Z
satisfies if and only if it satisfies () and (7)) for £ € {2,...,L}. O
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A.2 Proof of Lemma 2|

. Proof. First, from a feasible solution (X°,...,%" #) to where t is considered as a decision

variable, we obtain a feasible solution to ([12)) Wlth the same obJectlve value. From (X°,...,%" 1),

y is defined as ¢x°. Also, % is defined as 1 o (t), and ?y; is defined as 22F.

By Lemma (fco,...,ch,y,i,{r) satisfies — and @— for ¢ € {2,...,L}. By the
deﬁnition of v, (5(0,..., xl',y,2,V) satisfies -(9) and (12g). By the definition of z and v,

(x0,...,% ,y,zv satlsﬁesand-. Also, (X°,...,%0,y,2,v) satisﬁes

because z and x” are binary, so (X°,...,%",y,2 v) is a feasible solution to (112).

The definitions of z and v implies 2; = 0 for t # ¢, Z; =1, and 0y = ztx Wlth thls 1mphcat10n
the objective value of (X%,...,%" %) in is same as the objective value of (X°,...,%",y,2,¥) in
by following steps:

) S = Y sl &) o)
teNLHI\{t}

= X a( X wh-wheat -1+ e -oh)

te NL+1\{t} ieNL

= Z Z 2(Wt€ - Wff)?:’ti“zL

te NL+I\{f} ieNL

(22)
Ly L 1Ly 5
+ Z (_ Z Wtz Wii) + (b — bz ))Zz
te NL+1\ {1} iENL
= D D 2AWE Wiy
te NL+1\{t} ieNL
Ly L 1Ly 5
+ Z (_ Z Wtz sz (bt - bf ))ZZ
te NL+1\ {1} iENL

Next, from a feasible solution (X°,...,%x% y,2,¥) to , we obtain a feasible solution to
with the same objective value where t is considered as a dec1s10n variable. From x°,...,xy,2,v),
t is defined as t satisfying 2; = 1, whose uniqueness is guaranteed by (12b) and ( -

By . and Lemma (fco, ..., %L ) satisfies the layer propagatlon constraints . By
. , , and , 0 ..., %k f) satisfies the input perturbation constraint . Hence,
(x0,... %" t) is a feas1ble solutlon to ([2)).

By ., the obJectlve value of (X,...,%",¥,2,v) in (12)) is same as the objective value of

(%x%,..., %% {) in The first equahty holds because 2, = 0 for t # ¢, and Z; = 1. The last equality
holds because vtl = zt:r: . For t £ t 0y > 0 by (124 ., and 0y < 2 = 0 by (12d] -, SO0 Uy =0 = zth
Also, v;; = ztxz by followmg steps:

Uy = Z Oy (For all t other than £, 9y = 0)
teNEHI{Z}
N By (29)
= zp:f.

For these reasons, is equivalent to . O

A.3 Proof of Convex Hull Characterization for a Single Neuron

We prove Theorem [3[on the characterization for the convex hull for a single neuron introduced
in Section which is an extension of the main result in [Han and Gémez (2021). To simplify the
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statement of this theorem, ¢ € {2,...,L} and i € N are fixed, and the following notations are
defined for j € N*~! with LBf , UBf, and Rf defined in Section m

X = xzfl,
U= xf,
J - 15
LB:=LB{ = Y (W W),
jENC-1
UB:=UB{= > (W+|Wj]),
j€N€71
¢ ¢
: i .
2

Then, this theorem can be restated as follows:
Theorem (3| (Restated) The set of (x,u) € [0, 1]"471 x [0,1] satisfying the following inequalities
for all J C {j € N1 :wj # 0} is (13):

> (wj(2z; —1) = (2u - 1)) > (R— UB + )u, (23a)
jeJ
D (wi(2z; —1) = (2u— 1)) < (R—LB — 1)(—u+1). (23b)
jeJ

. Proof. Consider the following sets:

X~ ={(x,0):x€{0,1}"" ", al(x) < 0}.

Xt={(x,1):xe{0,1}"" al(x) >0},

By the proof of Lemma (1, X+ and X~ can be written as follows:

_ R+1
Xt = {(x, 1):xe {O,l}"z . Z wizT; > T+}’
j€N271
w;#0
- R—-1
X = {(X,O) IX € {0,1}"Z Y Z wjxj < T}
jeNt-1
wﬂéO

By exploiting total unimodularity of the constraints defining X+ and X~ arising from w; €
{-1,0,1} and £ € Z, conv(X ™) and conv(X ) can be obtained as follows:

_ R+1
Xt = 1) 1. >
com(x4) = {x ) sx € 0P S w2 T

conv(X ™) = {(x,o) xe 0,177, Y wiay < R2_1}

25



These convex hulls can be used to describe as follows where the last statement holds because
of compactness of conv(X ™) and conv(X ™) arising from finiteness of X and X ~:

conv(X T U X ™) = conv(conv(X 1) Uconv(X ™))
= cleconv(conv(X ™) U conv(X )).

By Balag| (1985))’s work on disjunctive programming, (x,u) € R™ ' x Ris in if and only if
there exist (xT,u™), (x",u") € R" " xRand A € [0, 1] satisfying the following inequalities:

x:x++x*,
u:u++u7,

0<xt <A1,
ut =\,

2 Y wrl > (R+ 1A,

Existence of (x*,ut),(x",u”) € R" " x R and A € [0,1] satisfying the above inequalities is
identical to existence of x* € R satisfying the following inequalities, which are provided by
substituting u~ with 0, u™ and X with u, and x~ with x — x™:

fg.lg)ﬁfg.lgg.l’ (24)
2 2
1- 1— 1-
—( “) 1<x—x+—( “) 1§( “)'1, (25)
2 2 2
2 > wjzf > (R+ 1, (26)
jeNt-1
w;#0
2 > wirf =2 > wizi— (R—1)(1—w). (27)
jeNt1 JEN1
w;#0 w;#0

(1—w)
2

-lgwj(x—er—( 5 )>-1§ 5

By replacing wjx;L with its maximum attained from the above inequalities in —/a?d employ-
ing Fourier-Motzkin Elimination to (24)-(25)) to remove x* — %, existence of x* € R"  satisfying
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— is equivalent to whether the following inequalities are satisfied:

2 2
Z min((w; + 1)u, 2wjz; + (—w; +1)(1 —u)) > (R + 1)u,
jeENt1
’LUJ7£0
> min((w; + Du, 2wjz; + (—w; + 1)(1—u) >2 > wjz; — (R—1)(1 - u).
jEN271 jENé71
w;#0 w;#0

These inequalities are satisfied if and only if the following inequalities are satisfied because |w;| =1
ifw; # 0, ZjeNZ—l(—wj+1) = Zjeszl(—wj—l—|wj|) = —LB, and EjeNﬁfl(U)j“‘l) = ZjeNZA(wj—l-

w;#0 w;#0
\wj]) = UB:
0<z; <1, Vje N1
0<u<l,
Z min(w;(2z; —1),2u—1) > (R—LB+1)u — Z |wj],
jeNt-1 jENL-1
w]'#()
Z max(w;j(2z; —1),2u—1) < (UB-R+1)u+ R — Z w; — 1.
jENZﬁl jeNéfl
w;#0

If w; #0, |wj| = 1,50 [{j € N1 :w; #£0} = > jene-1 [wj]. With this equality, by replacing min
and max in the last two inequalities with linear expressions involving J C {j € N*~1 : w; # 0},
the set of (x,u) satisfying the last two inequalities can be written as the set of (x, ) satisfying the
following linear inequalities for all J C {j € N*7!: w; # 0}:

> w2z 1) = Qu-1) = (R—LB+Du— 3 Juyl = (3 Jwyl)(2u—1),

jedJ jeNE-1 jENL-1
3 (w225 - 1)~ (2u—1)) < (UB—R+Lu+R— > wj—1- ( 3 ywj|)(2u_ 1).
jedJ jeENt-1 jENt-1

These inequalities are equivalent to (23a) and (23b|) because Zje Ne1 lwj] = LQLB and

ZjeNe_l(wj — |w;|) = LB, so is the set of (x,u) € [0, I]NFI x [0, 1] satisfying for all
Jc{jeN"1:w;£0}. O

A.4 Implementation Details for Infinity-norm and 2-norm

We explain implementation details for the case that the maximum perturbation from X is defined
using an £, norm or ¢ norm. These details are about how to solve the IP subproblem without
an IP solver in the case of £ = 1 and how to implement the input perturbation constraint .

We first consider solving for the case of layer £ = 1 and p = co. In this case, the optimal
solution is obtained by setting 1‘9 to min(Z; +e, 1) for j satisfying clelj =1, setting x? to max(Z; —
€,0) for j satisfying cszlj = —1, and setting x? to Z; for j satisfying CZWZE = 0. All constraints
defining X are of the form \x? —Zj| < e, so this solution is feasible, and it immediate that no other
solution can yield a better objective value.
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We next cons1der solvmg for the case of layer £ =1 and p = 2. First, observe that given a
feasible solution %x° € IZ” [0 1]” to (L7), if for some j € N? it holds that cle (a: - z;) <0,
then another feasible solutlon with the same or better objective value can be obtalned by replacing
:i"(])- with Z;. Hence, we can restrict our search for an optimal solution of to solutions %Y that
satisfy:

339 > T, for j such that cZVV1 =1,
:i?? < Z;, for j such that cle = -1,
ﬁ;g =z, for j such that Wé =0.

Let Ni” = {j € Ny : W;j # 0}. Thus, we can restrict our attention to solutions defined by a vector
z€{0,1,... ,q}N(;r as follows:

min(z; + %, 1) if CZWZE =1,
29(z) = { max(z; — %,O) if cﬁ/Vé = -1,

T if W =0.

Observe that the objective in and the expression ||X(z) — X||2 are monotone increasing in z,
and hence an optimal solution will be such that increasing z; for any j € NJ would be infeasible.

Next, for z € {0,1,..., q}N0+, define the set

Ny (z) = {j € N§ : (cZWllj =1 and i?(z) <1-1/q)or (cZWé = —1 and :?:?(z) > 1/q)}.
If there exists z € {0,1,..., ¢}V ¢ in which x(z) is feasible to and N§'(z) = 0, then %x(z) is
optimal to since this solution obtains the best possible objective. Otherwise, we claim that
there exists an optimal solution x(z) that satisfies:

max{z; : j € N§(2)} —min{z; : j € N5 (2)} < 1.

Consider a solution that violates this condition. Another feasible solution with the same objective
value can be obtained by decreasing z;, by one and increasing zj, by one, where j; € argmax{z; :
j € N§'(2)} and j2 € argmin{z; : j € Nj(2)}. Repeating this process will eventually yield a vector
z which satisfies this condition since there only finitely many elements achieving the max and min
in the condition, and an element will necessarily be removed from one or the other as long as the
max is at least two larger than the min.

These arguments imply that an optimal solution to can be obtained by first finding the
maximum m such that the solution %(2) is satisfies ||%(z) — %||2 < ¢, where z; = m for j € Ny
Having found this solution (e.g., by binary search), one would then iteratively select some j € Nég (2)
and increase z;j, and repeat (without selecting any j more than once) until no more can be increased
without violating ||x(z) — x||2 < e.

Finally, we describe how the constraint is formulated when using a MIP solver to solve the
verification problem in the case of p = 2. We define a decision variable u; to represent ]:c? -z
for each j € N, The following inequalities are added as constraints because is satisfied if and
only if there exists u € RQLO satisfying the following inequalities:

’U,jzx?—(fj, VjGNO,
uj > —a9 +z;, VjeN°,
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Norm | | # of Many-IP 1-1P
instances
foo 47 143.1(16) 78.1(6)
fo 17 502.9(12) 311.6(2)

Table 8: Verification time (seconds) of Many-IP and 1-IP for o, norm and ¢ norm

1-1P 1-IP 1-1P 1-1P
+HG +Fix +Fix
+2Var
Preprocessing time (seconds) 0.0 10.6 7.5 274
Verification time (seconds) 98.6 147.2 100.6 44.9
# of solved instances (veri.) 38 35 37 44
# of nodes (veri.) 1297.6 1283.6 1265.3 17.8
Optimization time (seconds) 115.5 178.4 117.5 57.4
# of solved instances (opt.) 37 33 37 42
# of nodes (opt.) 2182.8 2587.9 2133.7 86.4
LP gap 153.4 % 156.3 % 103.4% 35.2%
Optimality gap 31.8% 46.8% 33.6 % 11.0%

Table 9: Metrics of IP methods based on 1-IP for ¢, norm (49 instances)

Z u]2-§62.

JENO

We remark that we found through preliminary empirical study that this formulation technique
was computationally superior to the more direct approach of simply formulating the constraint as

follows:
Z (x? —z;)? <&
J€No

A.5 Detailed Computational Results for Infinity-norm and 2-norm

We present more detailed computational results for the case that the maximum perturbation from
X is defined using an £, norm or £5 norm. Test instances for these cases are formed with Network
5 in Table [l x, and € that are chosen as explained in Section

We first investigate the time required to use the IP problem (resp. for all t) to solve the
the verification problem. The shifted geometric mean (with a shift of 1) of times over all instances
tested by both IP method Many-IP and 1-IP is computed for each method and displayed in Table
for the case of p = co and p = 2, along with the number of test instances. For Many-IP, the
number in parenthesis is the number of test instances where the time limit is hit in solving
for at least one ¢t. For 1-IP, the number in parenthesis is the number of test instances where the
time limit is hit in solving (12)). We find that 1-IP’s verification times are smaller than Many-IP’s,
indicating that our technique for obtaining a linear objective also leads to faster BNN verification
in the case of p = co and p = 2.

Table [ presents results analogous to those of Table[6]in the main sections, but on instances with
p = oco. We find that in this case, neither 1-IP4+HG nor 1-IP+Fix yield improvement compared to
1-IP, so generating and variable fixings do not improve BNN verification. Generating variable
fixings decreases LP gaps, but this decrease does not lead to more effective BNN verification in
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1-1P 1-1P 1-1P 1-1P
+HG +Fix +Fix
+2Var
Preprocessing time (seconds) 0.0 35.1 6.7 9.2
Verification time (seconds) 1215.6 1305.9 9.3 10.3
# of solved instances (veri.) 12 12 22 22
# of nodes (veri.) 9844.0 9811.1 0.8 0.7
Optimization time (seconds) 1549.9 1632.5 12.2 12.4
# of solved instances (opt.) 11 11 21 22
# of nodes (opt.) 16 647.4 16 607.7 7.1 5.0
LP gap 165.1 % 165.1 % 125%  29%
Optimality gap 46.5 % 46.6 % 1.8%  0.0%

Table 10: Metrics of IP methods based on 1-IP for ¢ norm (22 instances)

1-IP 1-IP
+Fix +Fix
“+2Var
Preprocessing time (seconds) 7.0 24.0
Verification time (seconds) 66.3 41.5
# of solved instances (veri.) 35 42
# of nodes (veri.) 33.6 4.8
Optimization time (seconds) | 82.3 82.9
# of solved instances (opt.) 32 34
# of nodes (opt.) 90.7 75.7
LP gap 51.8% 24.0%
Optimality gap 29.5% 16.9%

Table 11: Metrics of 1-IP+Fix and 1-IP4+Fix+2Var for ¢ norm (49 instances)

the case of p = co. On the other hand, 1-IP+Fix+2Var yields improvement compared to the other
IP methods based on 1-IP. It implies that our technique for generating layerwise derived valid
inequalities, mainly two-variable inequalities, also leads to more efficient BNN verification in the
case of p = oo.

In the case of p = 2, the same metrics are computed over all 22 instances tested by all IP methods
based on 1-IP to compare these IP methods. Table [L0] shows these metrics. 1-IP+HG does not
result in improvement compared to 1-IP, which means that generating also does not improve
BNN verification in the case of p = 2. 1-IP+Fix and 1-IP+Fix+2Var yield similar improvements
compared to 1-IP, which implies that generating variable fixings improves BNN verification in
the case of p = 2, but on these instances there does not appear to be further improvement from
two-variable inequalities.

To better compare 1-IP+Fix and 1-IP+Fix+2Var, we report in Table |11 the results comparing
these instances on all 49 instances solved by these two methods (many of these were excluded in
Table since they were not solved by 1-IP or 1-IP+HG). From this table we observe that spending
more time in generating more layerwise derived valid inequalities, mainly two-variable inequalities,
results in reducing LP gaps and solving the verification problem more quickly on these instances.
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1 2

Network | L n n
1 1 32 *
2 1 64 *
3 1 128 *
4 2 32 32
5 2 64 064
6 2 128 128

Table 12: Networks in additional computational study

A.6 Computational Study on Convex Hull Characterization for a Single Neuron

We pursue an additional computational study to validate our implementation for IP methods
exploiting Theorem [3| on convex hull characterization for a single neuron. As we see in in Table
the TP method 1-IP+HG employing the valid inequalities presented Theorem [3] does not yield
significant decreases in LP gaps compared to the IP method 1-IP. However, using these valid
inequalities resulted in smaller LP gaps in [Han and Gdémez (2021). One possible reason for this
discrepancy is that cannot be used for £ = 1 in our computational study because ¢ = 255, but
these valid inequalities can be used in the computational study of [Han and Gémez (2021) because
q = 1. To examine whether this guess is correct, an additional computational study is conducted on
test instances based on ones in |Han and Gdémez (2021)) to assess the impact of exploiting Theorem
In this computational study, the IP method Many-IP and Many-IP4+HG, which solves the IP
problem by employing a constraint generation approach with as 1-IP4+HG for each t, are
compared because ¢t is fixed in Han and Gémez (2021]).

Each test instance consists of a BNN, X, and €. Six BNNs pretrained from Han and Gdémez
(2021) are used in this computational study. These networks are trained on the MNIST training
dataset by using [Hubara et al. (2016)’s method, which implies n° = 784 and n’*! = 10. The
numbers of hidden layers and the number of neurons in hidden layers of each network are reported
in Table Feature vectors in the MNIST dataset are scaled to binary vectors by converting
coordinates smaller than 128 to 0 and the other coordinates to 1, which indicates ¢ = 1. Ten
feature vectors are selected for X. For each digit from 0 to 9, one feature vector in the MNIST test
dataset whose t is this digit is randomly chosen. Positive integers from 1 to 5 are used as .

For each network and ¢, the arithmetic mean of optimal objective values of the LP relaxation
problem of over all x and ¢ (LP value) and the shifted geometric mean of times to solve the
verification problem for all ¢ with a shift of 1 over all X (verification time) are computed for Many-
IP and Many-IP+HG to compare these IP methods. Table 13| reports LP values and verification
times. The number in parenthesis for verification time is the number of X where the time limit is
hit in solving for at least one ¢ for each network and e. Many-IP4+HG yields smaller LP values
than Many-IP as in [Han and Gémez (2021), so our additional computational study validates our
implementation for IP methods employing the valid inequalities in Theorem [3| In particular, the
gap in LP values between Many-IP and Many-IP+HG becomes smaller for larger L and € as in
Han and Gémez| (2021)). However, Many-IP+HG results in larger verification times than Many-IP,
which implies that even though using the inequalities in Theorem [3|improves LP relaxation values,
it does not reduce BNN verification time.
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Network | ¢ LP value Verification time (seconds)
Many-IP Many-IP+HG | Many-IP Many-IP+HG

1.0 24.5 6.2 1.2 1.7
2.0 24.6 6.3 1.3 5.0

1 3.0 24.7 7.9 14 5.8
4.0 24.8 7.7 14 6.7
5.0 24.8 7.9 1.5 8.6
1.0 50.2 12.9 2.3 3.8
2.0 50.4 16.9 4.2 9.9

2 3.0 50.5 16.4 4.3 13.4
4.0 50.7 18.5 4.3 16.9
5.0 50.8 22.9 4.1 17.2
1.0 80.7 15.9 4.5 8.6
2.0 80.9 19.1 9.0 27.5

3 3.0 81.2 20.3 9.2 34.1
4.0 81.4 294 9.2 36.6
5.0 81.6 31.8 9.3 49.3
1.0 22.1 4.5 1.2 5.0
2.0 22.1 11.0 14 21.1

4 3.0 22.1 14.4 1.5 20.2
4.0 22.1 16.6 14 22.6
5.0 22.1 18.1 1.5 25.6
1.0 29.9 12.7 2.5 8.6
2.0 29.9 19.9 6.6 53.2

5 3.0 29.9 23.6 6.9 47.5
4.0 29.9 25.7 7.2 68.4
5.0 29.9 27.0 7.5 84.8
1.0 45.0 26.4 5.3 16.3
20| 45.0 36.2 28.7 1347.6(3)

6 30| 45.0 40.0 37.1 1312.6(3)
40| 450 42.2 50.4 1287.8(5)
50| 450 43.3 64.9 1175.9(4)

Table 13: Metrics of Many-IP and Many-IP+HG
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