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Abstract

A rational polyhedron has Chvéatal rank at most one if a single round of Chvatal-Gomory
cuts yields its integer hull. For such polyhedra, integer feasibility is in NP N coNP by a result
of Boyd and Pulleyblank from the early 1980s, so it is unlikely to be NP-hard. Whether it is
polynomial has remained open since then. We answer this question negatively, under either of
two standard assumptions from lattice-based cryptography. First, a polynomial-time algorithm
for this problem would solve bounded distance decoding with polynomial factors in deterministic
polynomial time, contradicting a widely believed conjecture. Second, assuming the hardness of
learning with errors, an average-case analogue of bounded distance decoding, the problem is
also hard on average, for an efficiently samplable distribution of polytopes. Both results rest
on an elementary sufficient condition: a polyhedron has Chvatal rank at most one if its width
is less than one along every row of some unimodular matrix. For our polytopes, such a matrix
exists but is hard to find.
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1 Introduction

Let P C R™ be a rational polyhedron and let P; = conv(P NZ") be its integer hull. A Chvdtal-
Gomory cut (CG cut) for P is an inequality ¢c'z < |§], where ¢ € Z" and c¢'z < § is valid for
P. The Chvdtal closure P’ of P is the set of points satisfying all CG cuts for P [21, 8]. We have
Py C P’ C P, and P’ is again a rational polyhedron [35]. Iterating the closure operation yields Py
after finitely many steps, as shown by Chvétal [8] for polytopes and by Schrijver [35] for rational
polyhedra. The Chvdtal rank of P is the number of steps needed. Polyhedra of Chvatal rank zero
are the integral polyhedra. Recognizing them is coNP-complete [30], and recognizing polyhedra of
Chvétal rank at most one is NP-hard [14, 12].

Deciding whether P N Z" # 0, which we call integer feasibility, is NP-complete [36, Theo-
rem 18.1]. If P is integral, it is easy: P contains an integer point if and only if P # (), which can be
decided in polynomial time by linear programming [36, Theorem 13.4]. The next case is Chvétal
rank at most one, that is, P’ = P;: a single round of CG cuts yields the integer hull. Polyhedra of
Chvétal rank at most one include the fractional matching polytope [17], the fractional stable set
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polytope of a t-perfect graph [9], the polyhedra defined by matrices with the Edmonds—Johnson
property [19, 16], and the standard linearization of binary polynomial optimization problems over
kite-free -acyclic hypergraphs [15].

For polyhedra with P’ = Py, integer feasibility is in NP N coNP. An integer point certifies
feasibility. If PNZ" = (), then P’ = (), and this is certified by a refutation, that is, a set of CG cuts
for P of polynomial encoding size with empty intersection. By Helly’s theorem, n + 1 cuts suffice.
Membership in NP N coNP is a result of Boyd and Pulleyblank from the early 1980s, which appears
in Schrijver’s 1986 book [36, Theorem 23.5 and Corollary 23.5a] and was formally published only
in 2009 [7, Theorem 5.4] (see also [14] and [12, Theorem 1]). Whether integer feasibility is in fact
polynomial for these polyhedra has remained open since the result of Boyd and Pulleyblank.

Question 1. Let P = {x € R" : Cx < d} with C and d rational, and suppose P' = Pr. Can we
decide whether P contains an integer point in time polynomial in the encoding size of (C,d)?

This question was later stated explicitly by Cornuéjols and Li [13, 14], and it is the main
motivation of the systematic study of this class by Cornuéjols, Lee, and Li [12], where it is stated
for polyhedra of Chvatal rank exactly one. The two versions are equivalent (Section 2).

We regard Question 1 as a promise problem, with the promise P’ = Py, as in [14, 12]. An
algorithm solves it in polynomial time if it runs in polynomial time on all inputs and answers
correctly on those that satisfy the promise, while its answers on other inputs may be arbitrary.
The promise matters. Under the promise, P N Z" = () if and only if P’ = (). Without it, deciding
whether P’ = () is NP-complete, even for polyhedra containing no integer point [13, 12|, and
separating over P’ is NP-hard [18]. With the promise, NP-hardness is unlikely: since the promise
problem is in NP N coNP, a polynomial-time reduction from an NP-hard problem all of whose
queries satisfy the promise would imply NP = coNP [23] (see also [20, Theorem 7]).

Several problems in NP N coNP were eventually shown to be polynomial, such as linear pro-
gramming [36, Theorem 13.4] and primality testing [3]. Yet no algorithm is known to benefit from
the promise P’ = P;. For instance, Cornuéjols, Lee, and Li prove a flatness theorem for compact
convex sets with empty Chvatal closure, with an essentially tight bound [12, Theorem 14 and
Proposition 15], and observe that it yields a Lenstra-type algorithm [25] with running time 20 n™
times a polynomial in the encoding size. This is slower than the randomized algorithm of Reis and
Rothvoss for general integer programs, with running time (log n)o(") times a polynomial in the
encoding size [34]. Similarly, branch-and-bound does not benefit from the promise: it can require
exponentially many nodes even on polytopes with empty Chvatal closure [24].

Our results. We answer Question 1 negatively, under two standard assumptions from lattice-
based cryptography: that lattice problems such as the shortest vector problem are hard to approx-
imate within polynomial factors, and that learning with errors, an average-case lattice problem,
is hard. Lattice problems are a natural source of hardness here: like integer feasibility under the
promise P’ = Py, they are not expected to be NP-hard, since the decision versions of approximating
the length of a shortest nonzero vector, or the distance of a target vector from the lattice, within
a factor c¢y/n for a suitable constant ¢, are in NP N coNP [4].

Let L C R™ be a full-rank lattice and let A\ (L) be the Euclidean length of a shortest nonzero
vector of L. In the bounded distance decoding problem with factor o (BDD,,) we are given a basis
B of L and a target vector ¢t whose distance from L is at most a1 (L), and we want to find a vector
v of L closest to t, or equivalently the error t —v. In integer programming terms, we want to solve
the integer least squares problem min{||Bz —t|| : « € Z"} under the promise that its optimal value
is at most aA;(L).



Theorem A (see Proposition 6, Theorem 7, and Corollary 9). There is a deterministic polynomial-
time reduction from BDD)up2y in dimension n to integer feasibility on rational polytopes in R"
with P’ = Py. In particular, a polynomial-time algorithm for the latter gives a polynomial-time
algorithm for BDD /(42).

Combined with reductions of Lyubashevsky and Micciancio [26], Theorem A has two further
consequences (Corollary 9). First, a polynomial-time algorithm for integer feasibility under the
promise P’ = P; would give a polynomial-time algorithm for uSVP,,,2, that is, for finding a shortest
nonzero vector of L when every vector of L of length at most 4n?X\;(L) is an integer multiple of
a shortest one. Second, it would give a randomized polynomial-time algorithm for GapSVP, with
v = 4n®? /\/logn, that is, for approximating A; (L) within a factor ~.

The best known algorithms for BDD, uSVP, and GapSVP with polynomial factors run in time
20(n) 29, 9]. It is conjectured that no polynomial-time algorithm, even a randomized or quantum
one, approximates lattice problems such as the shortest vector problem within polynomial factors
[28, Conjectures 1 and 2]. This conjecture underlies lattice-based cryptography [33, 32]. Since
GapSVP is the decision version of the shortest vector problem, Corollary 9 shows that a polynomial-
time algorithm for integer feasibility under the promise P’ = Pj, even a randomized one, would
contradict this conjecture.

The reduction of Theorem A preserves the dimension (Theorem 7), and so do those of Lyuba-
shevsky and Micciancio. Hence, even an algorithm for integer feasibility under the promise P’ = Py
running in time 2°(" times a polynomial in the encoding size would give algorithms with the same
running time for BDD and uSVP, and a randomized one for GapSVP (Corollary 9).

Theorem A is a worst-case result: it does not give a distribution of hard instances that can
be sampled efficiently. We obtain such a distribution from learning with errors (LWE) [33], the
average-case problem on which much of lattice-based cryptography is built. In LWE with modulus
q, we are given a uniformly random matrix A € Zy*™ and t = ATs + e (mod q), where s € Ly
is uniformly random and e € Z™ is a short random error vector, and we want to find s, or to
distinguish ¢ from a uniformly random vector (decision-LWE). Thus ¢ is a target vector close to
the lattice of vectors y € Z™ with y = ATs (mod ¢) for some s, and LWE can be viewed as an
average-case version of BDD.

Theorem B (see Propositions 6 and 12 and Theorem 13). There is an efficiently samplable dis-
tribution of polytopes in R™ that are given by integral constraints with coefficients bounded by a
polynomial in m and satisfy P' = Py with high probability. A randomized polynomial-time algorithm
that decides integer feasibility correctly with probability at least 2/3 on this distribution gives one for
decision-LWE with a polynomial modulus and Gaussian errors. The same holds for a randomized
polynomial-time algorithm that does so for every rational polytope with P’ = Pj.

A randomized polynomial-time algorithm for decision-LWE with these parameters would give
a polynomial-time quantum algorithm for GapSVP, with a polynomial v, by a result of Regev
[33] (Corollary 15). This contradicts the conjecture that no such quantum algorithm exists [28].
The two results are incomparable. The negative answer from Theorem A relies on the conjecture
only for classical algorithms, and its reduction preserves the dimension. The negative answer
from Theorem B relies on the conjecture for quantum algorithms, and its reduction increases the
dimension from n to O(nlogn). However, Theorem B gives hard instances on average, with integer
coefficients bounded by a polynomial in the dimension, so it also rules out pseudo-polynomial
algorithms.

The idea. The proof rests on an elementary sufficient condition for Chvéatal rank at most
one (Lemma 2): if P has width less than one along the rows of a unimodular matrix U, then



P’ = Pj, and Py is obtained by adding at most 2n CG cuts. We apply it to the parallelepipeds
{z € R" : |Bx — t||oo < r} with > 0, where B is a basis of a lattice L and ¢ is a target vector
(Figure 1). Their integer points x correspond, via x +— Bz, to the vectors of L within /-distance
r from t. The unimodular matrices are exactly the matrices with rows BTws, ..., BTw,, where
wy,...,wy, is a basis of the dual lattice L*, and the width along BTw; is 2r||w;|/;. The dual lat-
tice L* has a basis with ¢1-norms at most n?/A;(L), by a transference theorem of Banaszczyk [6,
Theorem 2.1] (Lemma 5). Hence, for every t, these parallelepipeds and all their rational subpoly-
hedra have Chvéatal rank at most one whenever r < A;(L)/(2n?), since widths can only decrease
on subpolyhedra.

For Theorem A, if the distance of ¢ from L is at most A\;(L)/(4n?), we try radii r that are powers
of two, and one of them gives a parallelepiped that satisfies the promise and contains the integer
point corresponding to the closest vector. We then find this point coordinate by coordinate by
binary search, whose queries are rational subpolyhedra of this parallelepiped and thus still satisfy
the promise.

For Theorem B, the lattice of the vectors y € Z™ with y = ATs (mod ¢) for some s depends
only on A, which is uniformly random, so with high probability it has no short nonzero vectors
(Lemma 11). Hence, by Proposition 6, each instance (A,t) yields a single parallelepiped in R™
that satisfies the promise with high probability. If ¢ comes from LWE, then with high probability
the error is short, and so this parallelepiped contains an integer point. If ¢ is uniformly random, it
contains none with high probability, by a counting argument. Thus a single query to an algorithm
for integer feasibility distinguishes the two cases.

Easy with a short dual basis, hard without. For the parallelepipeds with » < A\;(L)/(2n?),
the promise holds because the dual lattice has a basis with small ¢1-norms, and knowing such a basis
makes the problem easy. With such a basis, Babai’s round-off algorithm [5] finds the integer point
if there is one, and otherwise the basis gives a refutation with at most 2n+1 CG cuts (Remark 10).
In the variables Uz, where U has rows BTwi,..., BTw,, the parallelepiped has width less than
one along every coordinate direction, so each variable takes at most one integer value and branch-
and-bound solves it with O(n) nodes. This parallels the integer programs of Aardal, Hurkens, and
Lenstra [1] and of Pataki, Tural, and Wong [31], which are hard for branch-and-bound in the original
variables but easy after a reformulation computed by basis reduction. Here, however, finding such a
basis is as hard as BDD, /(4,,2), and, for the parallelepipeds of Theorem B, as hard as decision-LWE
(Remark 10). In proof complexity terms, CG cuts form the Cutting Planes proof system [11], and
finding short refutations is NP-hard in general [22]. For our parallelepipeds, refutations with at
most 2n + 1 CG cuts always exist, but finding them is as hard as BDD,(4,2) and decision-LWE
(Remark 10).

The paper is organized as follows. Section 2 contains preliminaries. Section 3 proves our suffi-
cient condition for Chvétal rank at most one (Lemma 2), and Section 4 applies it to parallelepipeds
defined by lattices (Proposition 6). Section 5 proves our results from worst-case lattice problems, in-
cluding Theorem A (Theorem 7 and Corollary 9). Section 6 proves our results from LWE, including
Theorem B (Proposition 12 and Theorem 13).

2 Preliminaries

Notation. We write e; for the ith unit vector, and 0 and 1 for the all-zeros and all-ones vectors.
All norms without subscript are Euclidean, and [-] denotes rounding to a nearest integer.



Polyhedra. For a polyhedron P C R" and ¢ € R", let dp(c) = sup{c'z : x € P}, and let
widthp(c) = dp(c) + dp(—c) be the width of P along c¢. A rational subpolyhedron of P is a rational
polyhedron contained in P.

Lattices. A lattice is a set L = BZ", where B € R™*" is nonsingular, and B is a basis of L. For
i = 1,...,n, the ith successive minimum A;(L) is the smallest A such that L contains i linearly
independent vectors of norm at most X\. For ¢t € R", let dist(¢, L) = min{||v —¢|| : v € L}. The dual
lattice is L* = {w € R" : wTy € Z for all y € L}. We have L* = B~TZ" and L** = L.

Promise problems. An algorithm solves a promise problem if it runs within its time bound on
every input and answers correctly on every input that satisfies the promise [20, Section 1.2]. Its
output on other inputs is arbitrary. A randomized or quantum algorithm solves a promise problem
if it runs within its time bound on every input and answers correctly with probability at least 2/3
on every input that satisfies the promise. Similarly, an oracle for a promise problem answers every
query, and answers correctly the queries that satisfy the promise. A reduction from one promise
problem to another is an algorithm that solves the first with every oracle for the second, where each
oracle call counts as one step. The reduction is deterministic or randomized, and polynomial-time,
if this algorithm is. It preserves the dimension if, on inputs of dimension n, all its queries have
dimension n.

Lattice problems. In the following problems, the input is a rational basis B of a lattice L C R",
together with a rational vector ¢ for BDD and a rational number n for GapSVP. The parameters
a € (0,1) and v > 1 are functions of n.

e BDD,: under the promise dist(¢, L) < aA;(L), find v € L with ||v — || = dist(¢, L).
e uSVP,: under the promise A\o(L) > yAi1(L), find v € L with ||v|| = A (L).
e GapSVP,: under the promise that A;(L) <7 or A\(L) > vn, decide which of the two holds.

e SIVP,: find n linearly independent vectors of L of norm at most yA,(L).

Learning with errors. Let ¢ > 2, and let Z, = Z/qZ, whose elements we represent by integers
in {0,...,¢ — 1}. In the following problem, the input is a pair (4,?) with A € Zy*™ and t € Z".
The modulus ¢, the number of samples m, and a probability distribution x on Z are functions of
n. An LWE instance is a pair (A,t) with A uniformly random and t = A"s + ¢ (mod ¢), where
s € Zg is uniformly random and e € Z™ has independent entries distributed according to x. A
uniform instance is a pair (A,t) with A and ¢ uniformly random.

e decision-LWE,, , , with m samples: given an LWE instance or a uniform instance, decide
which of the two it is, by outputting 1 or 0, respectively.

An algorithm solves this problem if the probabilities that it outputs 1 on an LWE instance and on
a uniform instance differ by at least n™¢ for some constant ¢ > 0 and all sufficiently large n.

Chvatal rank exactly one. We now show that the version of Question 1 for polyhedra of Chvatal
rank exactly one [12] is equivalent to ours, which also allows rank zero. A rational polyhedron is
integral if and only if each of its minimal faces contains an integer point [36, Section 16.3]. Given
a rational polyhedron P with P’ = P, we decide in polynomial time whether P = (), and if not,



we compute a minimal face F' of P and decide whether F' contains an integer point [36, proof of
Theorem 16.2 and Corollary 5.3b]. If P = () or F contains an integer point, we know the answer.
Otherwise P # Pr, so P has Chvatal rank exactly one. Hence, in all our results, it suffices to
consider polytopes of Chvatal rank exactly one, since every query can first be processed in this
way.

3 A sufficient condition for Chvatal rank at most one

In this section we prove Lemma 2, the sufficient condition for Chvatal rank at most one on which
all our reductions rest.

Lemma 2. Let U € Z™*™ be unimodular with rows ulT, w), and let P C R™ be a rational

s Un s
polyhedron with widthp(u;) <1 fori=1,...,n. Then P' = Py, Py is the intersection of P with at
most 2n CG cuts, and P contains at most one integer point. Moreover, every rational subpolyhedron

of P has Chvdtal rank at most one.

Proof. We may assume P # (). Then dp(+u;) is finite, since widthp(u;) < 1. Let Py be the
intersection of P with the 2n CG cuts u]z < |6p(u;)] and —u]x < |§p(—u;)]|. For every i, every
x € Py satisfies [—6p(—u;)] < u]x < [6p(u;)]. Since these bounds are integers and widthp(u;) < 1,
either Py = (), or for every 7 there is an integer 7; with uZT:B =; for all z € Py. In the second case,
Py € {U 'y}, and U~'% is an integer point since U is unimodular. In both cases Py C Py, and
so PP C P CPyC Py, thatis, PP = Pp = Py. If 7,y € PNZ", then v (z — y) is an integer of
absolute value less than one for every i, so Uzr = Uy and x = y. Let S be a rational subpolyhedron
of P. Then widthg < widthp, so the width assumption holds for S, and the first statement applies
to S. O

Remark 3. We note two features of Lemma 2, both illustrated, for n > 2, by the cropped cube

{;UE [0,1]”:ij+2(1—a?j) > 1 for alljg{l,...,n}},

Jj€J j¢J

which has Chvatal rank at least n [10, Lemma 7.2]. First, the strict inequality in Lemma 2 cannot
be relaxed: the cropped cube has width one along every e;. Second, the statement of Lemma 2 on
rational subpolyhedra does not hold for general polyhedra of Chvatal rank at most one: the cube
[0,1]™ is integral, but its rational subpolyhedron, the cropped cube, has Chvatal rank at least n.

4 Parallelepipeds defined by lattices

In this section we apply Lemma 2 to parallelepipeds defined by lattices: we compute their widths
along the directions given by dual bases, and we show that these parallelepipeds satisfy the promise
when they are thin enough (Proposition 6). For a basis B € Q"*" of a lattice L, t € Q™, and r > 0,
let

Q(B,t,r)={zeR": |Bx —tl]loc <7} ={z€R":t —r1 < Bx <t+rl},

which is a parallelepiped (Figure 1). The map = — Bz is a bijection between Q(B,t,r) N Z"™ and
the set of vectors of L within /,-distance r from t. To apply Lemma 2 to Q(B,t,r), we need a
unimodular matrix along whose rows Q(B,t,r) has width less than one. The next lemma shows
that every basis w1, ..., w, of the dual lattice L* gives a candidate, with rows BTw;,..., B w,,
and computes the widths along these rows.



Figure 1: The parallelepiped Q(B,t,r) for B = (39), t = (4.5,—0.4), and r = 1.5. Left: the
lattice L = BZ? and the square t + r[—1,1]%, which contains only the vector v = (4,0) of L. Right:
Q(B,t,r), whose only integer point is B~'v = (—1,1), and some of the lines u{x € Z (dashed) and
ujx € Z (dotted), where u; = BTw; = (1,2) and up = BTws = (1, 1) for the basis wy = (1, —L),
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wg = (0, i) of L*. By Lemma 4, the widths of Q(B,t,r) along u; and ug are % and %, so Lemma 2
applies, whereas its widths along e; and ey are % and %.

Lemma 4. Let B € Q™*" be a basis of a lattice L, let t € Q", let r > 0, and let wy,...,w, be a
basis of L*. Then BTwy, ..., BTw, are the rows of a unimodular matriz, every unimodular matrix
arises in this way from a basis of L*, and widthQ(B’m)(BTw) = 2r||wl||1 for every w € R™.

Proof. The map w — BTw is a linear bijection from L* to Z", hence it maps the bases of L*
bijectively to the bases of Z", that is, to the rows of unimodular matrices. Moreover, (BTw)Ta: =
w'Bz and {Bz : x € Q(B,t,r)} =t +r[—1,1]". Hence dq(pr)(BTw) = w't 4 rllw| for every
w € R™, and adding this identity for w and —w gives the claim. O

To make these widths less than one, we need a basis of L* with small £1-norms. The next lemma
shows that such a basis always exists.

Lemma 5. For every lattice L C R™, the dual lattice L* has a basis wy, ..., w, with |w|i <
n2/M\(L) fori=1,...,n.

Proof. We have A\,(L*) < n/A\i(L), by a transference theorem of Banaszczyk [6, Theorem 2.1].
Moreover, by [27, Corollary 7.2], L* has a basis wy, ..., w, such that, for i =1,...,n,

l|wi|| < max{1,v/2} \i(L¥).

Hence, since \(L*) < A\p(L*), we have ||w;| < max{1,/n/2} n/A(L) < n??2/\ (L), and |Jw;||; <
VA llwl < n? /(D). 0

Combining Lemmas 2, 4, and 5, we obtain the following.

Proposition 6. Let B € Q" ™ be a basis of a lattice L C R™ and let t € Q™. Ifr € Q and
0 <r < A (L)/(2n?), then every rational subpolyhedron of Q(B,t,r) has Chvdtal rank at most one,
and Q(B,t,r) contains at most one integer point.

Proof. Let wy,...,w, be the basis of L* given by Lemma 5. By Lemma 4, the matrix with rows
BTwi,...,B"w, is unimodular, and, for each i, the width of Q(B,t,r) along BTw; is 2r||lw;||; <
2rn?/A\1(L) < 1. Since B, t, and r are rational, Q(B,t,r) is a rational polyhedron, and the
statement follows from Lemma 2. O



5 Hardness from worst-case lattice problems

In this section we reduce worst-case lattice problems to integer feasibility under the promise P’ = P.
We use the parallelepipeds of Proposition 6 to solve BDD: we guess r and find the closest vector
coordinate by coordinate (Theorem 7). Combined with reductions of Lyubashevsky and Micciancio,
this gives consequences for uSVP and GapSVP (Corollary 9).

Theorem 7. BDD4,2) can be solved in deterministic polynomial time with an oracle for inte-
ger feasibility under the promise that the query is a rational subpolyhedron of some parallelepiped
Q(B,t,r) in R™ with r € Q and r < A\1(L)/(2n?), where L is the lattice with basis B. Every query
s a polytope in R™ given by at most 2n + 1 rational inequalities.

Proof. Let B € Q™*™ be a basis of a lattice L and let ¢ € Q", with total encoding size o. Let
p = dist(t, L), and let v* be a vector of L closest to t. For an integer j, let Q; = Q(B,t,27). The
idea is to guess p up to a factor of two by trying the radii 2. If the input satisfies the promise of
BDD, some j satisfies p < 27 < A;(L)/(2n?). For such j, B~1v* is the only integer point of Q;,
and we find it coordinate by coordinate by binary search.

We first construct integers jo < j; such that, under the promise, some j* between them satisfies
p <27 < \(L)/(2n?). To do so, it suffices that 270 < X\;(L)/(4n?) and 27* > p. Indeed, let j*
be the smallest integer j > jo with 2/ > p, so that j* < j;. If j* = jo, then 277 < A\{(L)/(4n?).
Otherwise 27" ~! < p by the choice of j*, and so 27" < 2p, which is at most A1(L)/(2n?) under the
promise p < A\1(L)/(4n?). We now construct such jy and j;. Since 0 € L, we have p < [|t]| < 27, so
j1 = o satisfies 201 > p- The least common denominator D of the entries of B satisfies D < 27 and
DL C 7Z". Since every nonzero vector of DL has norm at least one, A\;(L) > 1/D > 277. Hence
jo = —0 — [logy(4n?)] satisfies 270 < \{(L)/(4n?).

We consider j = jo,jo + 1,...,71 and do the following for each j. We ask the oracle whether
(; contains an integer point, and if it reports none, we proceed to the next j. If the oracle reports
an integer point, then for i = 1,...,n, we compute I; = {z; : « € Q;} by linear programming, and
we let z; be the result of binary search for the smallest integer ¢ € I; for which the oracle reports
an integer point in Q; N {z : x; < ¢} (or z; = 0 if the search finds none). Each query is @Q; or
QjN{x : z; < c}, described by the 2n inequalities of || Bz —t|s < 2/ and possibly x; < c¢. We then
output Bz and stop. If no output is produced for j < ji, we output 0. There are j; —jo+1 = O(0)
values of j, and 2/ has encoding size O(o) for each of them. The endpoints of I; are optimal values
of linear programs over ();, so they have encoding size polynomial in o [36, Corollary 10.2a], and
each binary search makes a number of queries polynomial in o. Hence, on every input, the oracle
is called a number of times polynomial in ¢, on queries of encoding size polynomial in ¢, and all
other computations take time polynomial in o.

We now show that the output is v* if the input satisfies the promise p < A1(L)/(4n?). The
point z* = B~1v* is integral, since v* € BZ™", and it lies in @+, since ||B2* — t[joo = ||[v* — t[l00 <
|v* —t|| = p < 27", By Proposition 6 with r = 27", 2* is the unique integer point of @Q;+. For
Jj < j*%, we have Q; C @+, so Q; and all queries made for it are rational subpolyhedra of @;+, and
the oracle answers them correctly, since 27" < A1 (L)/(2n?). Hence, if Q; contains no integer point,
we proceed to the next j. Otherwise Q; NZ" = {2z*}, so Q; N {z : &; < ¢} contains an integer
point if and only if 2 < c. These answers are monotone in ¢, and z] € I;, so the binary search
returns z; = 27, and z = z*. Since @)~ contains z*, the procedure stops at some j < j* and outputs
Bz* = v*. This is why we try the values of j in increasing order: the oracle is guaranteed to answer
correctly only for 57 < j*. O

To derive consequences for uSVP and GapSVP, we use the following reductions of Lyubashevsky
and Micciancio.



Theorem 8 ([26, Theorems 2 and 4 and their proofs|). Let v = vy(n) be bounded by a polynomial
inn. There is a deterministic polynomial-time reduction from uSVP., to BDD . that preserves the

dimension. If n > 2 and v > 2y/n/logn, there is a randomized polynomial-time reduction from
GapSVP, to BDZ)\/1W/7 that preserves the dimension.

The proofs in [26] show that both reductions are correct with every oracle for BDD that returns
a vector of the lattice on every query. Every oracle can be turned into such an oracle by replacing
each answer v to a query with basis B such that B~!v ¢ Z" by 0, so these are reductions in the
sense of Section 2. Theorem 7 and Proposition 6 give Theorem A. Replacing the oracle by an
algorithm and combining Theorem 7 with Theorem 8, we obtain the further consequences stated
in the introduction.

Corollary 9. Suppose that an algorithm solves integer feasibility for rational polytopes under the
promise P' = Py in time T(n, s), where n is the dimension, s is the encoding size of the input, and
T is nondecreasing. If T' is bounded by a polynomial, then BDD, 4,2y and uSVP,,2 can be solved
in deterministic polynomial time, and, for n > 2, GapSVP, with v = 4n5/2/\/m can be solved
in randomized polynomial time. If T(n,s) = 2°0 poly(s), then these problems can be solved in
time 2° times a polynomial in the encoding size, deterministically for BDD and uSVP and with
randomization for GapSVP. If the algorithm is randomized, then all these statements hold with
randomized algorithms for the three problems.

Proof. By Proposition 6, every rational subpolyhedron of a parallelepiped Q(B,t,r) with r € Q
and r < A\ (L)/(2n?) satisfies P’ = Pj, so the algorithm is an oracle as in Theorem 7. Since the
queries are in dimension n and have encoding size polynomial in the encoding size o of (B,t),
and T is nondecreasing, we obtain a deterministic algorithm for BDDy4,2) that runs in time
T'(n,poly(c)) poly(o) on every input. The statements about uSVP and GapSVP follow from The-
orem 8 with v = 4n? and v = 4n®/? /v/Iogn, respectively, since in both cases the BDD factor
is 1/(4n?). The statements about running times 2°™ hold since all the reductions preserve the
dimension and make a polynomial number of queries of polynomial encoding size.

Suppose now that the algorithm is randomized and answers correctly with probability at least
2/3. The algorithms above make a number K of queries polynomial in the encoding size of their
input. We answer each new query by the majority answer of O(log K) independent runs of the
algorithm, and give the same answer if the query is repeated, so that, by Hoeffding’s inequality,
each query that satisfies the promise is answered correctly with probability at least 1 — 1/(12K).
By the union bound, all such queries are answered correctly with probability at least 11/12. Hence
BDD and uSVP are solved correctly with probability at least 11/12, and GapSVP with probability
at least 2/3 —1/12 = 7/12. Taking the majority answer of a constant number of independent runs
of this algorithm for GapSVP raises this probability to 2/3, again by Hoeffding’s inequality. O

We conclude this section with a remark on refutations.

Remark 10. If they contain no integer point, the parallelepipeds Q(B,t,r) with r» < A{(L)/(2n?)
and their rational subpolyhedra have short refutations, but these refutations are hard to find. Let
B € Q™" be a basis of a lattice L, let t € Q", and let 7 € Q with 0 < r < A\ (L)/(2n?). Let
P C Q(B,t,r) be a rational polyhedron without integer points, and let wy,...,w, be the basis of
L* given by Lemma 5. If P = (), then n + 1 of its defining inequalities, scaled to have integral
coefficients and with their right-hand sides rounded down, form a refutation, by Helly’s theorem.
So we may assume P # (). As in the proof of Proposition 6, P has width less than one along each
u; = BTw;, so the CG cuts for P along u; and —u; either have empty intersection or together



give an equation uZT:U = ~; with v; € Z. If this happens for every ¢, the equations define a single

integer point Z, since uq, ..., u, are the rows of a unimodular matrix, and z ¢ P. An inequality
defining P that z violates, scaled to have integral coefficients and with its right-hand side rounded
down, is a CG cut violated by Z, and together with the n equations it gives a contradiction.
Hence P has a refutation with at most 2n + 1 CG cuts. Given wy,...,w,, these cuts are easy to
compute. For P = Q(B,t,r), their right-hand sides are |w, ¢+ r||w;[1| and |—w]t + rllw]1], as
in Babai’s round-off algorithm [5]. Without such a basis, however, finding a refutation is as hard
as BDDy/4p2). Indeed, given an algorithm that finds a refutation whenever one exists, we decide
integer feasibility for these polytopes by running it and checking by linear programming whether
its output is a refutation, and Theorem 7 applies. The same holds for finding wy, ..., wy, or any
unimodular matrix along whose rows Q(B, t, ) has width less than one. Indeed, such a matrix gives,
by linear programming, the CG cuts of the proof of Lemma 2, and thus decides integer feasibility
for every rational subpolyhedron of Q(B,t,r). Similarly, by Theorem 13 and the discussion after
it, finding a refutation, or such a matrix, for these polytopes is as hard as decision-LWE. Thus, for
these polytopes, the difficulty lies not in the size of the refutations but in finding them.

6 Hardness from learning with errors

In this section we reduce learning with errors to integer feasibility under the promise P’ = P;.
We show that the parallelepipeds defined by random g-ary lattices, that is, lattices L with ¢Z™ C
L C 7Z™ [28, Section 2], satisfy the promise with high probability (Proposition 12), and we re-
duce decision-LWE to integer feasibility for a single such parallelepiped (Theorem 13). Combined
with a result of Regev, this gives consequences for GapSVP and SIVP for quantum algorithms
(Corollary 15).

For A € Zy*™ we consider the g-ary lattice
AJ(AT) ={yezZ™:y=ATs (mod q) for some s € Ly},

which contains ¢Z™ and hence has full rank. For an LWE instance (Section 2), t —e € A (A7),
so t is close to Ag(AT) when e is short. In this section, n is the dimension of s, and also of the
lattice problems in Theorem 14, while the lattices A;j(AT) and the parallelepipeds Q(B,t,r) have
dimension m.

By Proposition 6, the parallelepipeds Q(B,t,r) defined by A,(AT) satisfy the promise whenever
7 < A1 (Ag(AT))/(2m?). We first show that A (A4(AT)) is large with high probability over the choice
of A.

Lemma 11. Let q be prime, and let A € Zy*™ be uniformly random. Then M (Ag(AT)) > ¢/8
with probability at least 1 — ¢"27"™.

Proof. Let L = Aq(AT). A nonzero vector of ¢Z™ has f-norm at least ¢, and every other vector
of L is congruent modulo ¢ to ATs for some nonzero s € Zq. For fixed nonzero s, the vector ATs
is uniformly random in Z;", since ¢ is prime. At most 2|q/8| + 1 < ¢/2 residues modulo ¢ have a
representative ¢ with |¢| < ¢/8. Hence, for fixed nonzero s, every entry of ATs is such a residue with
probability at most 27"*. By the union bound over the fewer than ¢ nonzero s, the probability
that L has a nonzero vector of {-norm at most ¢/8 is at most ¢"2~"™. Otherwise every nonzero
y € L satisfies ||ly|| > ||yllco > ¢/8, and so A;(L) > ¢/8. O

We now show that the parallelepiped defined by an instance (A,t) satisfies the promise with
high probability, and that it separates LWE instances from uniform instances.
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Proposition 12. Let q be prime, let k = [logsq| and m = 3nk, and assume q > 16m?>. Let
r= L(q — 1)/(16m2)J , let x be a probability distribution on Z, and let e, be the probability that a
vector e € 7™ with independent entries distributed according to x satisfies ||e|lcoc > 7. Given A, a
basis B € {0,...,q}™™ of Ay(AT) can be computed in time polynomial in n and logq. Fort € Zy,
let Q = Q(B,t,7). If 1 < M (Ag(AT))/(2m?), then every rational subpolyhedron of Q has Chudtal
rank at most one. If (A,t) is an LWE instance or a uniform instance, then r < \i(A,(AT))/(2m?)
with probability at least 1 — 272" and Q contains an integer point with probability at least 1 — Ex
in the first case and at most 2™ in the second.

Proof. We let B be the Hermite normal form basis of the lattice generated by the columns of
[AT | qI,,], that is, of A (AT), which can be computed in time poly(n,logq) [36, Theorem 5.3].
Since B is lower triangular and ge; € Aq(AT) for every ¢, each diagonal entry of B divides ¢, and
the other entries in its row are nonnegative and smaller, so B € {0,...,¢q}™*™. Then Q = {x :
Bx <t-+rl, —Bx < —t+rl} has integral data, 2m inequalities, and encoding size polynomial in
n and log q.

In LWE instances and in uniform instances alike, A is uniformly random, so A;(A4(AT)) > ¢/8
with probability at least 1 —¢"2~" by Lemma 11. Moreover, ¢" < 2% = 2"/3 50 this probability is
at least 1 — 272" Since ¢ > 16m?, we have r > 1 and r < ¢/(16m?). Hence, if A1 (A4(AT)) > ¢/8,
then 7 < (g/8)/(2m?) < A1 (A4(AT))/(2m?), and every rational subpolyhedron of @ has Chvétal
rank at most one by Proposition 6.

Consider an LWE instance with ||e||oc < 7, which occurs with probability at least 1 —e,. Since
t = ATs+e (mod q), the vector t — e € Ay(AT) lies within £o-distance r of ¢, and so @) contains
an integer point.

Consider a uniform instance. If ) contains an integer point, then t = ATs 4 ¢’ (mod q) for
some s € Zg; and ¢ € {—r,...,r}™. There are at most ¢"(2r + 1)™ such residues, and so Q
contains an integer point with probability at most ¢"(2r 4+ 1)™/¢™. Since ¢ > 16m? > 16, we have
2r+1 < q/(8m?)+1 < q/4, and ¢" < 2"F = 2™/3 50 this probability is at most 2"/34~™" < 27" [J

For a € (0,1), let ¥, be the distribution of |X7], where X is normal with mean zero and
standard deviation agq/v/27. This is the error distribution of Regev [33, Section 2], lifted from
Zg to Z, and it can be sampled efficiently. For this error distribution and suitable parameters,
Proposition 12 gives an explicit distribution of hard instances.

Theorem 13. Let n be sufficiently large, let ¢ = q(n) be a prime in [n3,2n3], which exists
by Bertrand’s postulate and can be found in time polynomial in n, let k = [logyq], let a =
1/(200n2k?logn), and let m = 3nk. Let D be the distribution of the parallelepiped Q of Proposi-
tion 12 with x = U, when (A,t) is an LWE instance or a uniform instance, each with probability
1/2. The distribution D can be sampled in polynomial time, and a sample of D has Chvdtal rank at
most one with probability at least 1 — 272" Suppose that a randomized polynomial-time algorithm
decides integer feasibility correctly with probability at least 1/2+n~¢ for some constant ¢ > 0, over
the choice of @ from D and its own randomness. Then there is a randomized polynomial-time
algorithm that solves decision-LWE,, | g~ with m samples.

Proof. We apply Proposition 12 with y = V¥,. Since n is sufficiently large, we have ¢ > 16m?,
and r = L(q — 1)/(16m2)J > aqlogn, since aglogn = q/(200n%k?), 16m? = 144n2k?, ¢ > n3, and
k = O(logn). Each entry of e is distributed according to ¥, that is, it equals | X | with X normal
with mean zero and standard deviation ¢ = aq/ V27, Then each entry has absolute value greater
than r with probability at most Pr[|X| > r + 1] < Pr[|X| > agqlogn] = Pr[|X| > v2nlogn - 5] <
2exp(—mlog?n), by the Gaussian tail bound Pr[|X| > 76] < 2exp(—72/2) for 7 > 0. Hence, by
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the union bound over the m entries, £, < 2m exp(—mlog? n), which is smaller than every inverse
polynomial in n for sufficiently large n. The distribution D can be sampled in polynomial time,
since W, can be and @ can be computed in polynomial time. By Proposition 12, a sample of D
has Chvétal rank at most one with probability at least 1 — 272"F,

Given (A,t), our algorithm computes ) as in Proposition 12, runs the given algorithm on @,
and outputs 1 if and only if the given algorithm reports that @) contains an integer point. Since
g < 2n3, our algorithm runs in time polynomial in n. Let $; and By be the probabilities that the
given algorithm answers incorrectly on @ for LWE instances and for uniform instances, respectively.
Then B1 + By < 1 —2n~°, since the given algorithm answers incorrectly with probability at most
1/2 — n=¢ for @ drawn from D. By Proposition 12, the output is 1 with probability at least
1 — &y, — B1 on LWE instances and at most 2™ + 3y on uniform instances. These probabilities
differ by at least 2n™¢ — e, — 27™, which is at least n™¢ for sufficiently large n. O

Theorem 13 also covers the worst case. Its assumption holds for an algorithm that decides
integer feasibility correctly with probability at least 2/3 for every parallelepiped Q(B,t,r) in R™
with r € Q and r < A{(L)/(2m?), where L is the lattice with basis B, and thus, by Proposition 6,
for one that does so for every rational polytope with P/ = P;. Indeed, by Proposition 12, a sample
of D is such a parallelepiped with probability at least 1 — 272" since B, t, and r are integral.
Hence such an algorithm is correct with probability at least 2/3 —272"% > 1/2+1/n over the choice
of @) from D and its own randomness. Together with Proposition 12, which gives the properties of
these polytopes, this proves Theorem B.

To derive consequences for GapSVP and SIVP, we use the following result of Regev.

Theorem 14 ([33, Theorem 3.1, Section 3.3, and Lemma 4.4]). Let ¢ = q(n) be a prime and
m = m(n) an integer, both bounded by a polynomial in n, and let « = a(n) € (0, 1) with ag > 2y/n
for all sufficiently large n. If there is a randomized polynomial-time algorithm that solves decision-
LWE, , ¢, withm samples, then there is a polynomial-time quantum algorithm that solves GapSVP,

and SIVP, on n-dimensional lattices for some v = O(n/a), where O hides polylogarithmic factors.

Theorem 14 is stated with our notion of solving decision-LWE. Regev’s results apply to it since,
by averaging over s, an algorithm that solves decision-LWE in our sense distinguishes, for a fraction
at least n=¢/2 of all s € Zy, the LWE instances with secret s from uniform instances, with output
probabilities that differ by at least n=¢/2, as required in [33, Lemma 4.4]. Combining Theorem 13,
and the discussion after it, with Theorem 14, we obtain the consequence for quantum algorithms
stated in the introduction.

Corollary 15. Suppose that there is a randomized polynomial-time algorithm as in Theorem 13.
Then, for some v = O(n?3), there is a polynomial-time quantum algorithm that solves GapSVP,
and SIVP, on n-dimensional lattices.

Proof. Let q, a, and m be as in Theorem 13. By Theorem 13, there is a randomized polynomial-
time algorithm that solves decision-LWE, g with m samples. Theorem 14 applies, since ¢ < 2n3

is prime, m = 3nk, and aq > n3/(200n2k?logn) > 2/n, and it gives v = O(n/a) = O(n?). O
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